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Data is everywhere,

(Silent) 
Cyber
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and it's here to stay.

Cyber 
& Data

We need clarity on what is covered and how
to future-proof Property Re-/Insurance contracts!

Summary
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Y2K – An Early Wake-Up Call
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Early attempts to clarify property coverage
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How to avoid 
systemic loss?

Is Data (insured) 
Property?

What is (Physical) 
Damage?



2017: the NotPetya shock
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• June 2017: Merck, FedEx, Maersk, Mondelez, … hit 
by a ransomware attack with catastrophic impact

• On Merck, press articles talk about thousands of 
crippled computers and servers, years of Research 
and Development lost…

• … and a potential multi- USD100 million claim 
under their Property Insurance program 
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The push against ‘Silent Cyber’
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• avoiding ‘hidden’ or ‘unintended’ 
coverage

•moving 1st party Cyber exposure 
to Cyber Insurance policies

• the ‘ransomware epidemic’ in the 
spotlight

-> Focus on malicious 
‘cyber acts’; 
Write-backs for perils 
‘covered by the policies’
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From a reinsurance standpoint, the 
scope of cover is what counts –
no matter whether ‘silent’ or not.

Wordings should mirror the scope 
of cover that has been intended, 
assessed, and underwritten.

How silent is ‘silent’?
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Risk landscape Today & Tomorrow: Data is everywhere

Data
(Connection) 

as a Utility
Data & Telecom 
Services, Online 

Platforms, …

(Stored) Data
as an Asset

Customer Data,
R&D Data, …

Data as a Peril
(Manipulation 

or Failure) 
Malware, Manipulation 

of Control Systems; 
Bugs, System Failure …
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Contracts Today & Tomorrow: Where can we improve?

Data
(Connection) 

as a Utility
if provider affected 

by a (re-)insured 
peril

(Stored) Data
as an Asset

if affected by a 
(re-)insured peril

Data as a Peril
(Manipulation 

or Failure) 
if affecting (re-) 

insured Property
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• Property vs (Restoration, or Re-
Creation) Cost?

• Business Interruption impact
(of Data loss vs Hardware loss)? 

• Malicious vs non-
malicious;
burden of proof?

• Contingent Business Interruption 
impact from damage at provider: 
Is the Service Provider a Supplier
(of Products…)?
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2021: Fire at a cloud provider
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An ‘old’ peril, 
but a new 
source of 
accumulation? 

Millions of websites offline after fire at French cloud services firm
9 Mar 2021: PARIS (Reuters)– fire at a French cloud services firm has disrupted millions of websites
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Need to look at Cyber
& Data more broadly now, 

before a big loss.

It’s not just about Hacking & 
Malware!
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Any
questions?
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Thank you!

Michael Fuchs

Contact us

Expert Industrial Property
Property Underwriting EMEA

michael_fuchs@swissre.com

Beat Kramer Mölbert
Head Property Treaty EMEA

beat_Kramer@swissre.com

Follow us
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https://www.linkedin.com/company/swiss-re/
https://twitter.com/SwissRe
https://www.youtube.com/swissretv
https://www.instagram.com/swiss_re_group/?hl=en
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Legal notice

©2022 Swiss Re. All rights reserved. You may use this presentation for private or internal purposes but note 
that any copyright or other proprietary notices must not be removed. You are not permitted to create any 
modifications or derivative works of this presentation, or to use it for commercial or other public purposes, 
without the prior written permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of the presentation 
and may change. Although the information used was taken from reliable sources, Swiss Re does not accept 
any responsibility for its accuracy or comprehensiveness or its updating. All liability for the accuracy and 
completeness of the information or for any damage or loss resulting from its use is expressly excluded. 


