
What’s behind the rise in recalls?
Supply chains are becoming more global and 
complex, as manufacturers increasingly 
outsource component parts. As a result, 
manufacturers are building products from 
separately supplied component parts. Many of 
those component parts are provided by 
international suppliers, and quality-control 
standards in other countries may not be as 
rigorous as those in the US. At the same time, 
manufacturers are using fewer suppliers in an 
effort to reduce purchasing and processing 
costs. As a result, problems with one 
component part can impact multiple 
manufacturers. The Takata airbag recall is a 
good example of this modern problem. Takata 
supplied faulty airbags to more than a dozen 
automakers, leading to a recall of more than 30 
million cars.

The rise in recalls: what insurers should know 
Call it a paradox, modern product recall is steeped in both high-tech risk and 
mitigation considerations.

Blue Bell ice cream. Takata air bags. Samsung smart phones. Ikea dressers. What do these products have in 
common? They are among thousands of products that have been recalled in the past few years.  
 
A recent study revealed that defective products are the single largest driver of liability claims; and product recall 
losses, which have been rising steadily over the past decade, are a major factor contributing to product defect 
figures.1

1 https://www.allianz.com/en/press/news/business/insurance/171205_AGCS-product-recall-risks-report/
2 https://www.prnewswire.com/news-releases/stouts-2017-automotive-warranty--recall-report-details-the-changing-dynamics-between-suppliers-and-oems-300517371.html
3 https://www.milbank.org/quarterly/articles/software-related-recalls-health-information-technology-medical-devices-implications-fda-regulation-digital-health/

Key Facts
 ̤ In 2015, Chrysler recalled 1.4 million 

vehicles because of hackers’ ability to 
remotely take control of certain systems.  

 ̤ In 2017, 500,000 pacemakers 
manufactured by a single maker were 
recalled by the FDA due to alleged 
security flaws. 

 
 ̤ Technological innovation, current and  

future regulatory schemes, and changes  
to the global supply chain will shape 
product-recall exposures. 

 ̤ New technology will both increase and 
decrease risk.

Economic pressure is another factor driving 
increases in product recall. Cost concerns may 
motivate companies to rush products to market 
before they can be adequately tested. Some 
manufacturers are using cheaper ingredients 
because of continued downward pricing 
pressure from retailers and increased 
competition. Takata allegedly used the 
compound ammonium nitrate in its airbags 
because it was less expensive than other 
compounds, despite knowing the dangers 
associated with it.   

Regulation has also increased worldwide, 
contributing to enforcement actions that bring 
attention to products and may result in recalls. 
In addition, there have been two significant laws 
passed in the US that impact recalls: the Food 
Allergen Labeling and Consumer Protection Act 
and the Food Safety Modernization Act. 

Overseas, the UK has created the Office for 
Product Safety and Standards, which is tasked 
with identifying consumer risks and managing 
responses to large-scale product recalls and 
repairs. Other countries, including China, have 
also strengthened their regulations.

Recalls are also rising due to software and 
cyber security challenges. A 2017 automotive 
report noted that technological advancements 
and complex systems (like cruise control, rear 
back-up cameras and emergency braking 
systems) improve quality but also create new 
risks.2 In 2015, Chrysler recalled 1.4 million 
vehicles because of hackers’ ability to remotely 
take control of certain systems (like windshield 
wipers, radio, and other electronic systems). 
Medical devices also present significant 
concerns. In 2017, 500,000 pacemakers 
manufactured by a single maker were recalled 
by the FDA due to alleged security flaws, which 
allowed hackers to reprogram the devices.  
A 2017 analysis of recalled medical devices 
(primarily because of software defects) found 
that most of the high-risk recalled devices had 
entered the market through an FDA review 
process not requiring evidence of safety or 
effectiveness.3  

Regulators are starting to pay more attention to 
software and cyber issues caused by the 
Internet of Things (IoT). On April 17, 2018, the 
FDA released its Medical Device Safety Action 
Plan, in response to concerns about the threat 
of security breaches; the goal is to ensure that 
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manufacturers have the ability to implement 
updates and patches to address potential 
security concerns. In a similar vein, the 
Consumer Product Safety Commission (CPSC) 
held a public hearing on May 16, 2018, to get 
information about potential safety issues and 
hazards associated with IoT consumer products 
— and to discuss current development 
standards, industry best practices and the role 
of the CPSC in addressing concerns. 

Technology: a double-edged sword
While technological advances are creating new 
risks, they are also helping to prevent recalls. 
New technologies/products have made it easier 
for manufacturers to test foods, facilities and 
products for bacterial contamination. Whole-
genome sequencing, which detects 
contaminants by identifying their DNA, is being 
used by regulators to quickly and accurately 
identify sources of food contamination. It allows 
foodborne illnesses to be tracked to specific 
locations, and can differentiate sources of 
contamination, even within the same outbreak. 
These same techniques can help to sort out 
liability issues in product-recall cases. 

Companies are increasingly relying on 
automated systems to verify packaging, product 
and coding, which helps eliminate human-error 
risk; specifically, robots are being used to stop 
the risk of accidental contamination from germs 
and/or human error. Sensors are tracking 
temperature and humidity levels of food 
products and can alert manufacturers or 
transporters if there are deviations in production 
or transport requirements. They can 
immediately spot sources of contamination and 
tell if contaminated products are still in the 
supply chain. Blockchain, a digital ledger where 
transactions are recorded in a secure manner, is 
also tracking items through the supply chain to 
help protect against food fraud, which can lead 
to more selective, cheaper and faster recalls. 
Auto-software problems are increasingly being 
fixed by over-the-air (OTA) updates.4 By 2022, 
it’s estimated 203 million vehicles will be able 
to receive OTA updates. The same ABI research 
also found that one-third of auto recalls in 2015 
could have been addressed over the air, saving 
carmakers more than USD 6bn. These 
technologies may truly reduce product recall as 
a key driver of product-defect claims.

Insurance coverage for recalls
Costs associated with a product recall are often 
excluded from CGL policies.5 However, 
coverage may be available through specific 

endorsements or through various stand-alone 
Product Recall policies. Until recently, Product 
Recall insurance was not widely available to 
manufacturers outside the food and beverage 
industry. However, as a result of the increased 
number of publicized recalls and heightened 
fear of food-terrorism threats, recall coverage 
has become more widely available in the US. 
The insurance may cover accidental 
contamination, malicious product tampering, 
product extortion, forced recall and the costs of 
a recall. Coverages may be subject to sub-limits 
and various exclusions. Recall coverage offered 
through an endorsement or extension is often 
limited and may not include certain recall-
related costs, including brand rehabilitation, 
business interruption-related costs and crisis 
consultancy. For insureds who need specific 
recall coverage, there are a variety of products 
available, including Tampering/Contamination, 
Product Withdrawal and Industry-Specific 
Product Recall coverage. It is worth noting some 
policies require actual bodily injury while others 
focus on the probability of injury. Policies that 
provide coverage for a government recall 
(without any actual contamination) may require 
a “reasonable probability” that the recalled 
product would have caused serious adverse 
health consequences or death. 

Additional considerations for recall 
coverage
New buyers: The food sector initially led the 
demand for product-recall coverage. However, 
coverage is becoming more commonplace 
across other product manufacturing, processing 
and distributing industries. Component 
suppliers are increasingly held to legal or 
contractual obligations, creating an incentive to 
purchase product-recall coverage. For example, 
equipment manufacturers are attempting to 
push liability onto suppliers, and suppliers are 
being named in recall notices. This is one 
example of why the product-recall marketplace 
has seen a significant uptick in new buyers.

Limits management/selective underwriting: 
The increase in significant contamination events 
has broadened the universe of companies 
impacted by a recall, causing some US carriers 
to focus on limits management, with many 
capping primary limits at USD 5m; some have 
written off certain classes of food business 
altogether. Some carriers have increased rates 
and attachments but have remained 
competitive by expanding coverage for 
voluntary recalls — and by increasing sub-limits 
for certain coverages, like brand rehabilitation.

New products: The potential risks created by 
IoT-related product recalls are expected to lead 
to new hybrid recall/cyber insurance coverages 
that will address cyber breaches stemming from 
these products (e.g., consumer electronics, 
automobiles and implant devices). IoT 
technology presents new, unanticipated and 
possibly unpriced or underpriced recall risk. 
Insurers should also consider whether there are 
gaps or overlaps for cyber, traditional CGL and 
recall coverages, and whether it is desirable to 
offer blended or stand-alone coverages. 

Underwriting considerations: Insurers must 
verify that insureds are cognizant of changing 
regulatory frameworks for their products. A 
thorough assessment of cybersecurity 
measures is an imperative when underwriting 
product-recall coverage. Emerging safety 
standards/guidelines for IoT products, and the 
manner in which manufacturers plan to prevent 
or manage the risk of breaches, will likely serve 
as the sounding board for a new genre of 
product-recall claims.
 

Conclusion
Technological innovation, current and future 
regulatory schemes, and changes to the global 
supply chain will continue to shape product-
recall exposures. Understanding the drivers of 
product-recall risk and new technology that can 
help prevent product recalls will help insurers 
map peak exposures and desired coverage 
offerings — as well as improve risk 
management. It is also critical to note that as 
supply chains become more complex, liability 
responsibilities may shift as a result of 
component-part contractual agreements. 
Likewise, as sensors become more 
sophisticated, liability responsibilities may be 
isolated within a supply chain. The paradox of 
new technology is that it will both increase and 
decrease risk. Modern product recall is steeped 
in both high-tech risk and mitigation 
considerations.

Diligence from manufacturers, and collaboration 
with product designers, lawyers and insurance 
professionals, should be at the forefront while 
navigating through the changing landscape and 
risk. 

4 https://www.abiresearch.com/press/abi-research-anticipates-accelerated-adoption-auto/
5 Added to CGL policies circa 1966, the standard recall exclusion is known as the “sistership“ exclusion, and was developed to protect 
  insurers against liability for the cost of recalls.

© 2018 Swiss Re. All rights reserved.

We‘re smarter, together


