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Facing global risks

Two-thirds of global losses are uninsured
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Solutlons fora more resment worId

We help you grow your busmess and |mprove your p

By Ieveréging our risk exp'e'rtise, yigelale]
capital base and new technology, we
help you grow your business and
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P&C Solutions: Support across your entire value chain

From innovative design to claims optimisation

Product design

We assist you in designing .
” innovative products
adapted to digital

environments.

N

Digital consumer

You profit from digital
consumer engagement
and predictive churn
modelling.

Underwriting

We reduce your

operational effort with

automated and predictive
underwriting.

/7 B

Claims

You benefit from faster,
more insightful processing
and early warning
functionalities.

Business /

management

We increase your process
efficiency through
contracts intelligence and
easy self-service
options.



P&C Solutions for your every need

Increase efficiency, steer portfolios and grow into new markets and segments

P&C Analytics

Portfolio Insights interactive
risk visualisation for steering
and growth

Tailored P&C Analytics
consultancy services to solve
your every need

Behavioural Economics
solutions to boost client

conversion & retention

Parametric

End-to-end pricing, risk
monitoring, policy
administration, automated
claims pay out and real-time
reporting for:

- Flight delay

- Earthquake

- Tropical cyclone

Property & Specialty
» CatNet® natural hazard risk

analyser

CatServer: NatCat modelling
and expertise for your tools
Sophisticated engineering
underwriting with PUMA
Agro Suite modular, end-to-
end agriculture solutions

Automotive & Mobility

e Insurance-relevant driver

scoring with end-to-end
telematics solution

Grow strategically and steer
portfolios with Motor Market
Analyser

Assess vehicle safety features
with the ADAS Risk Score

Cyber
* Cyber Product Suite for cyber

insurance product
development

Cyber Analytics Platform:
Score and manage portfolios
& accumulation

Identify and manage silent

cyber exposures with Decrypt

SwiftRe®

e Online risk placement,
claims and accounting
platform

* Cost-effective risk
management

e Full transparency into entire
portfolio

Liability

e Analyse and model liability
portfolios with Forward-
Looking Modelling (FLM) to
grow into new markets and
segments

* Manage Casualty
Accumulation risks

Innovation

* Agile (co-)creation of next
generation solutions

* Access to new risk pools and
markets

e Fast development and time-
to-market via Swiss Re’s
partner ecosystem






Cyber Analytics Platform 01| Opportunity

Embracing the change

Bespoke analytics platform to help you better understand and steer your cyber portfolio.

A platform for cyber risk assessments and portfolio steering, allowing
What is it? you to obtain risk scores for a single company, portfolios and industries,
perform peer comparisons and identify accumulation areas.

How do you Rapidly get a better understanding of your cyber portfolio, for better
. steering and growth opportunities. Gain support in underwriting with
benefit? key information on your risks.



Cyber Analytics Platform

01| Opportunity

Bespoke analytics to help you steer and grow your cyber business

g

The
opportunity

The rapidly changing risk
landscape has made it
increasingly complex and costly
to understand and steer
cyber business.

* Assessing cyber risk is intricate and time-
consuming.

* Understanding and steering cyber business
is becoming more complex. Deriving
actionable insights is operationally
challenging.

* Allocating risk capital can be challenging,
especially given the accumulating potential
of cyber risk.

solution

We combine state-of-the-art data
science techniques, extensive
risk knowledge and profound
industry expertise to help you:

Obtain cyber risk scores for individual
companies and entire portfolios.

Get an outside-in perspective on your risks,
portfolio and wider industries.

Evaluate accumulation areas in your
portfolio.

Interactively visualise your portfolio, filter
data and apply different perspectives.
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Your
benefits

Swiss Re’s Cyber Analytics
Platform helps you grow your
business and better understand
and steer your portfolio by
enabling you to:

Assess cyber risk quality of an individual
account as part of the underwriting process.
Understand your portfolio composition and
performance drivers.

Define target markets and industry
segments for you to steer your portfolio.
Perform peer comparisons and single risk
searches to scout for new targets.
Complement the traditional approach
(questionnaire), offering an objective point of
comparison.






Cyber Analytics Platform

02| Value Proposition

Two complementary views to better understand cyber risk

Single risk view

i

Visualisation of company
in terms of:

* Cyber risk score for
company based on:
* Company motivation
score
* Company vulnerability
score
* Risk factors behind the
risk score
* Company information
e.g. revenue, industry
etc.
» Key technology
information
* Comparison with peer
companies (of the
assessed company)
* KPIs e.g. number of
incidents

Use case:
Company lookup

An underwriter looks up a
company in CAP. The
platform displays the risk
score, related factors,
along with motivation and
vulnerability scorings.

CAP lists information on
company (revenue,
industry, location etc.) and
on technology used by the
company. The underwriter
can also compare the
company with its peers.

@ SwissRe CAP | Q
COMPANY 1

oveRVEN RISKFACTORS

389

Rek Ratng

Importance and Score

378

Motvaion

394

Vunerabity Incidents (over 2 years)

Details
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Dark Web

Web browsers and seatch engines, and which are typizaby used by hackers
5 an underground marketpiace and dscussion ste for the exchange of stoen
Gata or crimnal peelgence v senvces
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Extemal Presence
Measire of puble o ird party opinion, stilude, sed drsw loward an organzation

Infaastructure.
Tecteical characlaristcs of the company's network and seever configurations

Infornal Organization
Measure of the intermal systems, acthities. polcies, and behaviors adopted by
the company’s sdmiistraton

Porimeter Postisn

Extomal etwok aicalors which refect T company's atiack surface ang
‘expesure 1o cyber rsk

Secuty Incidents.
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. Techaok
Hardware and software technokogy aitriwted to the company network




Cyber Analytics Platform

02| Value Proposition
Two complementary views to better understand cyber risk

Portfolio view

b E

Visualisation of company Use case: @ swisre car [ @
in terms of: Company lookup e
* Aggregated risk score of An underwriter or risk
portfolio, based on: engineer uploads a 289
* Aggregate motivation portfolio. CAP provides a
score of portfolio visualisation of portfolio & o by Promian)
. Aggregate companies on a
vulnerability score of scatterplot in terms of risk
portfolio score, motivation (of
« Risk factors behind the adversaries to attack the
risk score company) and

vulnerability (to be

attacked by other

companies) and associated

risk factors.

) ; The underwriter is able to

* Comparison with _ compare the portfolio risk
portf(.)I.lo peer companies profile with peer

* Identification of companies within the
accumulation areas same industry, location and

revenue band. The

accumulation tab shows

risk

* Overview of portfolio
structure: number of
insureds, industry
segments, countries etc.




Cyber Analytics Platform

02| Value Proposition

Swiss Re’s cloud-hosted solution based on third-party data

Client data

We analyse client data
in the form of structured
portfolio templates
which the client can
upload directly into the
platform, in their cloud
instance.

G

Swiss Re model

Our modelling
expertise, industry
knowledge and data
processing know-how
allow us to deliver a
powerful analysis and
visualization of the
client portfolio, as well
as the interpretation
thereof.

+. @ Portfolio steering

External data

To provide a
comprehensive data
perspective, we enrich
the internal Swiss Re
data view with an
external perspective. To
this end, we collaborate
with an industry expert
which provides us with
risk scores.

Efficiency and
agility in the cloud

‘"'l Strategic growth

Swiss Re experts are here to offer guidance through a collaborative approach






Cyber Analytics Platform

03] Rollout

Project scope and duration tailored to your needs

We work closely with you to adjust to your preferences

®
Presentation on

CAP capabilities

Client training on
data requirements’
Authentication of
client on cloud
instance?

Collaboration with
client on solution
implementation

Week

6 onwards

Sign the License
Agreement

Training phase on
platform usage

1 Data extraction on client side can take an extended period of time depending on their internal systems
2 Authentication on Microsoft Azure Cloud requires hand-shake with client IT team and Swiss Re. NB: Can take time due to potential authentication

issues






Contact us
PC_Solutions@swissre.com

Swiss Reinsurance Company Ltd
Mythenquai 60

8002 Zurich

Switzerland

Telephone +41 43 285 2121
Fax +41 43 285 2999
WWW.SWiSsre.com

We're smarter together

©2019 Swiss Re. All rights reserved.

You are not permitted to create any modifications or derivative works of this presentation or to use it for commercial or other public purposes without the prior written
permission of Swiss Re.

The information and opinions contained in the presentation are provided as at the date of the presentation and are subject to change without notice. Although all the
information used in this presentation was taken from reliable sources, Swiss Re does not accept any responsibility for the accuracy or comprehensiveness of the
information given or forward looking statements made. The information provided and forward-looking statements made are for informational purposes only and in no way
constitute or should be taken to reflect Swiss Re’s position, in particular in relation to any ongoing or future dispute. In no event shall Swiss Re be liable for any loss or
damage arising in connection with the use of this information and readers are cautioned not to place undue reliance on forward-looking statements. Swiss Re undertakes
no obligation to publicly revise or update any forward-looking statements, whether as a result of new information, future events or otherwise.
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