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VTech (2015)

o

e SQL injection vulnerability reveals 4.8 million customer email
addresses, names and weakly hashed passwords (MD5),

* Leaked names and DOB of children, parents, photos, ...
* VTech's account registration services also did not use SSL/TLS.
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e SQL injection vulnerability reveals 4.8 million customer email
addresses, names and weakly hashed passwords (MD5),

* Leaked names and DOB of children, parents, photos, ...
* VTech's account registration services also did not use SSL/TLS.

Important Notice
Learning Lodge Resumes Key Functions

The Learning Lodge® has been re-opened with the resumption of key
functions. Customers of Learning Lodge connected products, with the
exception of InnoTV™  InnoTab® MAX and some other products, are now
able to securely register accounts for new products, manage their existing
accounts, change their passwords and download content appropriate to
their products.
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* Undisclosed how the attack happened

* 37 million customer records including millions of account

passwords made vulnerable by a bad hash implementation
and weak passwords!

Princess |
iloveyou 2
123456 3
gwerty 4

CynoSure analysis: 11 million hashes cracked
>630,000 people used usernames as passwords

MD5 hashed left around accidentally
http://cynosureprime.blogspot.ch/2015/09/csp-our-take-on-cracked-am-passwords.html
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Ashley Madison (2015)

* Undisclosed how the attack happened

* 37 million customer records including millions of account
passwords made vulnerable by a bad hash implementation
and weak passwords!

mypasswordispassword

superhardpassword
Princess | thebestpasswordever
II|02\;eZ§: 2 thisisagoodpassword
qwerty " likeimreallygoingtocheat

justcheckingitout
jusPryingthisout
goodguydoingthewrongthing
ishouldnotbedoingthis
ithinkilovemywife
thisiswrong
whaPhehellamidoing




US Office of Personnel Management (2015)

* Personnel records on 22 million current and former US federal
employees (including some fingerprints)

 Attack: Used contractor’s stolen credentials to plant malware
backdoor in the network.

* Undetected for 343 days

e Goal: intelligence, information gathering

 Discovery: Anomalous SSL traffic and a decryption tool found in
the network, followed by a forensic investigation.
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Why do we see so many breaches?

* Lot more data is being collected and it has value
Big Data = Big Value = Big Risk

* Increased System Complexity and Connectivity
e Simple attacks still work.

* Knowledge is widely available
* Schools, Conferences, Tools widely available, and inexpensive
* End-systems and protocols are reverse-engineered

* Increasingly hostile environment
 Attacker is not only “on the channel”
* Internal attackers (employees, subcontractors)

« “Post-Snowden attacker”:
active subversion of systems, protocols and standards
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e e.g., NSA is collecting metadata on phone calls
(‘just metadata’)



Sensitive Data?

Which data is sensitive?

e.g., NSA is collecting metadata on phone calls
(‘just metadata’)

Ex-NSA Director Admits 'We Kill People Based On
Metadata' with Drone Strike

(£ Wednesday, May 14, 2014 & Wang We

RV B Like PRD: 1171 W Tweet 230 [ share (105 BRSLctl 2019

httb://thehackernews.com/



Sensitive Data?

you talked about,

They know you call
from the Golden Gate B
remains a secret

They know YOU spoke with an HIV testing service. then

your doctor, then your health INsurance company in the
Same hour. But they don't know what was discussed.

ed the suicide Prevention hotline

ridge. But the topic of the call
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e How do we share/release data sets WITHOUT leaking sensitive
information (e.g., PII)?

e e.g. AOL in 2006 released ‘anonymized’ search data of 650,000
users

A Face Is Exposed for AOL Searcher No. 4417749

By MICHAEL BARBARO and TOM ZELLER Jr.

Published: August 9, 2006
g : SIGN IN TO E-

MAIL THIS

= PRINT

[E] SINGLE PAGE

Buried in a list of 20 million Web search queries collected by AOL
and recently released on the Internet is user No. 4417749. The
number was assigned by the company to protect the searcher’s

anonymity, but it was not much of a shield. & REPRINTS

- * No. 4417749 conducted hundreds of searches over a three-
. month period on topics ranging from “numb fingers” to
“60 single men” to “dog that urinates on everything.”

= And search by search, click by click, the identity of AOL
The New York Times



Let’s assume we know which information is
sensitive ...

e How do we share/release data sets WITHOUT leaking sensitive
information (e.g., PII)?

e e.g. AOL in 2006 released ‘anonymized’ search data of 650,000

users
TechCrunch
. 0. 4417749
n Iy " )
AOL: "This was a screw up
Michael Arrington (@arrington SIGN IN TO E-
MAIL THIS
o | | + AOL (51 PRINT
fl¥in]s|o|nl=lr :
‘ ‘ , [E] SINGLE PAGE
S
[ REPRINTS
AOL is apologizing in the aftermath of yesterday’s story about their voluntary release of
search data on 650,000 users. eds of searches over a three-

2  month period on topics ranging from “numb fingers” to
“60 single men” to “dog that urinates on everything.”

" And search by search, click by click, the identity of AOL
The New York Times
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Why would you want to delete data ?
e Once that data is not there, it can no longer be extracted
* Legal/policy requirements (e.g., EU Data Protection Directive)

e Qur systems are not optimized to securely delete data
(or metadata).

 They are designed to be robust against failures and to re-
purpose storage only when needed!

A massive key management challenge.
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Maybe We Should Delete Data?

Why would you want to delete data ?
e Once that data is not there, it can no longer be extracted
* Legal/policy requirements (e.g., EU Data Protection Directive)

e Qur systems are not optimized to securely delete data
(or metadata).

 They are designed to be robust against failures and to re-

purpose storage on |y when needed! Belgian press reveals British hacking
of Belgacom

3 5nore Rl svo- RETRNC RS v BT
4

A massive key management challenge.
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Requires access to systems ... forensics ... crossing jurisdictions ...

a [ Politics
Elections Executive Senate House N

Defense Judiciary Scandals Fox News Poll
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US believes China behind cybersecurity
breach affecting at least 4M federal
employees
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Requires access to systems ... forensics ... crossing jurisdictions ...

News / Asia

Will the US-China Cybersecurity Pact Work?
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Maybe We Should Solve This Contractually?

What if the data leaks ... hard to prove who leaked it. Attribution?
Requires access to systems ... forensics ... crossing jurisdictions ...

News / Asia

Will the US-China Cybersecurity Pact Work? Report: China Already Violated

=3 Print €& Comment 5 Share:

Cybersecurity Agreement with US
NEET BY: Morgan Chalfant

TWEET

W Follow @mchalfant16

October 19, 2015 11:33 am

A U.S. cybersecurity firm that works with the
government has evidence that Chinese
government-linked hackers violated the
cyber agreement reached between Presiden
Obama and Chinese President Xi Jinping
less than a month ago.

The Wall Street Journal reported
that CrowdStrike Inc. will announce Monday
that some of its customers fell victim to

simmiimnnnnbiid e bbb nlen Manb sdialabadd

President Barack Obama shakes hands with Chinese President Xi Jinping during their meeting in the Oval Office of the White House in
Washington, Sept. 25, 2015.
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Attacks

Renegotiation attack

RC4 attacks

BEAST attack
(mitigated at client side with

modern browsers)

CRIME attack

Heartbleed

ChangeCipherSpec injection
attack

POODLE attack against TLS
(Original POODLE against SSL 3.0

is not included)

Protocol downgrade

Problems on the Channel: TLS ++

Survey of the TLS vulnerabilities of the most popular websites

Insecure

2.2% (-0.1%)
support insecure renegotiation

0.4% (-0.1%) 12.3% (-1.4%)
support only support RC4 suites used with
RC4 suites modern browsers

N/A

4.0% (-0.2%)
vulnerable
0.2% (£0.0%)
vulnerable

1.4% (-0.2%)
vulnerable and exploitable

4.3% (~0.4%)
vulnerable and exploitable

32.6% (-1.0%)
TLS_FALLBACK_SCSV not supported

Security

Depends

0.8% (+0.0%)
support both

40.6% (-1.8%)
support some RC4 suites

89.2% (+1 .2°/o)
vulnerable if connect with
old browser

N/A

N/A

8.5% (-0.4%)
vulnerable, not
exploitable

N/A

N/A

Secure

94.1% (+0.3%)
support secure
renegotiation

47.1% (+3.1%)
no support

N/A

N/A

N/A

88.9% (+0.4%)
not vulnerable

94.2% (+0.4%)
not vulnerable

54.4% (+1.3%)

TLS_FALLBACK_SCSV

supported

Other

2.9%
(-0.1%)
no
support

N/A

N/A

N/A

N/A

1.1%
(+0.1%)
unknown
1.5%
(x0.0%)
unknown
13.0%
(-0.3%)
unknown

Wikipedia / https://www.trustworthyinternet.org/ssl-pulse/



Problems on the Channel: TLS ++

Survey of the TLS vulnerabilities of the most popular websites

Security
Attacks
Insecure Depends Secure Other
2.9%
94.1% (+0.3%)
_ 2.2% (-0.1%) 0.8% (+0.0%) (-0.1%)
Renegotiation attack : L support secure
support Insecure renegotlatlon support both Lo no
renegotiation
support
0.4% (-0.1%) 12.3% (-1.4%) o - |
] ) N D S s | VA
Session 1: Transport Layer Security @_
Transcript Collision Attacks: Breaking Authentication in TLS, IKE and SSH N/A
In response to high-profile attacks that exploit hash function collisions, software vendors have started to
phase out the use of MD5 and SHA-1 in third-party digital signature applications such as X.509 certificates. A
However, weak hash constructions continue to be used in various cryptographic constructions within
mainstream protocols such as TLS, IKE, and SSH, because practitioners argue that their use in these A
protocols relies only on second preimage resistance, and hence is unaffected by collisions. This paper
systematically investigates and debunks this argument. 1.1%
: : +0.1%)
attack vulnerable and exploitable , not vulnerable
exploitable unknown
POODLE attack against TLS 1.5%
4.3% (-0.4%) 94.2% (+0.4%)
(Original POODLE against SSL 3.0 . N/A (x0.0%)
vulnerable and exploitable not vulnerable
is not included) unknown
54.4% (+1.3%) 13.0%
32.6% (-1.0%)
Protocol downgrade N/A TLS_FALLBACK_SCSV (-0.3%)
TLS_FALLBACK_SCSV not supported
supported unknown

Wikipedia / https://www.trustworthyinternet.org/ssl-pulse/
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TARGET

The fact that something is small or embedded
does not mean that it is not complex, does
not process sensitive data and cannot be hacked!

e.g. Target attack (70M customer names, credit/debit card
numbers, expiration dates and CVVs)

Kaptoxa/BlackPOS malware runs on Windows POS terminals
(Home Depot Hit By Same Malware as Target)

'. SHODAN Explore Enterprise Access Contact Us

To start, drag-n-drop firmware here or

select firmware from your computer

’
R
»
-

The search engine for |Reffigerators

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account
#
kel



Air-Gapped you say?

Data Exfiltration from Air-Gapped Computers over GSM Frequencies

Tiransimittelr Recelver

Usenix Security 2015



Problems with Standards and Recommendations
(and therefore Compliance ...)

Post-Snowden Cryptography ... (2013)

e Bullrun/Sigint: a program by the NSA to “Insert vulnerabilities into
commercial encryption systems", to "influence policies, standards
and specification for commercial public key technologies"” and to
"shape the worldwide commercial cryptography marketplace to
make it more tractable to advanced cryptanalytic capabilities being
developed by NSA/CSS”. Example: Dual EC RNG

e Most companies and agencies follow the NIST recommendations



Problems with Standards and Recommendations
(and therefore Compliance ...)

Post-Snowden Cryptography ... (2013)

e Bullrun/Sigint: a program by the NSA to “Insert vulnerabilities into
commercial encryption systems", to "influence policies, standards
and specification for commercial public key technologies"” and to
"shape the worldwide commercial cryptography marketplace to
make it more tractable to advanced cryptanalytic capabilities being
developed by NSA/CSS”. Example: Dual EC RNG

e Most companies and agencies follow the NIST recommendations

Lotus Notes
Dual EC
Debian PRNG
Heartbleed
Double Goto

Low L Medin

Surreptitiously Weakening Cryptographic Systems
https://eprint.iacr.org/2015/097.pdf




Problems with Outsourcing of Data

theguardia

Winner of the Pulitzer prize

home ) tech UK election world sport football opinion culture econom = all D O We tr US t th e

After Edward Snowden's revelations, why trust cloud provi der
US cloud providers? / jurisdiction?

The NSA's activities are a massive blow for US computer businesses

Cloud computing The networker

NSA's Grand Plan to Snowden-Proof Its Data

Using the Cloud

Nextgov - 3 days ago
S \Vith NSA's widespread adoption of cloud computing, the spy
agency may not have to.

Do we/they trust
their employees?

1Cloud Nude Leaks: 26 Celebrities Affected In
The Nude Photo Scandal

By Amanda Remling w @AmandaTVScoop on September 21 2074 1:19 PM EDT

el =l v | Do we believe that they will

secure our data / services
better than we can?




We outsource more than data ...

N 4 D
- N / g
< >4 >
« g
A /
p < <
y E R ’
& - >
& s >
\k /’
\\\ X 7 £
< P

Dro\f)box

. amazon
web services™

A

rackspace

== Microsoft Azure

e Virtually everything is ‘Virtualized’ and ‘Outsourced’
e \We store our data in the cloud (Dropbox, Google, ...)
e We run servers in the cloud (systems, analytics) in the cloud
e We run middleboxes (firewall, switches, VPN, ...) in the cloud
e We run our network services in the cloud
e We run our security services in the cloud (PKl, AAA, ...)
e We (will) run our (critical) infrastructure in clouds



So how do we move forward and improve?
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We should ...

Aim for security not compliance.
Easy to be compliant, but not protect the system / data.

Be paranoid
Yes, this time “they” are really after you.

Cover the basics
Most attacks still happen due to basic mistakes.
Very few truly sophisticated attacks (e.g., Stuxnet)

But then be creative

There are some cool security technologies out there - we
should deploy them.

Diversify and enable defense in depth.



We Can Do Processing over Encrypted Data

Data Confidentiality/Integrity. Storing only encrypted data in the
cloud? But how do we process / query encrypted data (efficiently)?

e e.g.,CryptDB

mysql> select * from table YYAXXURGXH; database content for
attacker with root access

]
@ under attack

'

encrypted query | 12350108222818996780 | 14614281758989003640 | ;EYEBLiGGSHED ebb(T 5[0

. . (090701080 [(H10006]6+0_[HH" 650\ 6EROOFOLVOT SO 6400yOKEGEPE2MBBO[H00
Application DB server 96566606 6<t 4n0B[H) [H16 [Hp

< encrypted results o[Bc) 1 60HE6OE §7mkeBUBqiBSETBNCHCTHEO) be"

I
| 15753844592636354766 | 16607196790268127689 | R P-UifBeefHise][®}f Eal

encrypted DB
PRl 11-066 [IHGh656 F6uTh 066 : 96646THS62199506\602666C0

\ yOUBUBTDAGCEH 06CE0) 1Y
1
“ | 13411675538537145840 | 12454649889312668381 | @88pK"veeee6EE[H | } [We66

[YO0RG6G"6" 60 66 BO6{tmb6] 6GOTEOM
'S 869061 : 6CR] [BHB40096+(T90+6z0[HOMIBE{ 6 ([T G6OMKhnvEBGOBFEHE (GHIHEC |

e Computing arbitrary functions over encrypted data
(Fully homomorphic encryption, C. Gentry, 2009)



We Can Isolate Sensitive Operations

It is not only about storage, what about running code?
(Launch/Run time Integrity) - Trusted Computing is back!

e e.g., Intel SGX promisses isolated execution on an UNTRUSTED
SYSTEM

-

Application processor

 Per-app
TEE

{ Untrusted OS

DENE

>

Encrypted TEE memory Normal memory for OS, apps
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And many many more ...

e Privacy-preserving Machine Learning
e Machine-Learning over Encrypted Data

e @ETHe.g,,
e New Internet Architectures providing isolation and
security. (http://www.scion-architecture.net/)

e Usable 2nd factor authentication systems
http://www.sound-proof.ch/

e |ocation-based Authentication and Access Control
www.securepositioning.com
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Security@ ETH zurich

Institute of Information Security (INFSEC), ETH Zurich
> 60 PhD students and senior researchers in security

Zurich
Information

Security & Privacy

Center

www.informationsecurity.ethz.ch
wWWwWWw.zisc.ethz.ch
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Basic Copyright Notice & Disclaimer

©2016 This presentation is copyright protected. All rights reserved. You may
download or print out a hard copy for your private or internal use. You are not
permitted to create any modifications or derivatives of this presentation without
the prior written permission of the copyright owner.

This presentation is for information purposes only and contains non-binding
indications. Any opinions or views expressed are of the author and do not
necessarily represent those of Swiss Re. Swiss Re makes no warranties or
representations as to the accuracy, comprehensiveness, timeliness or suitability
of this presentation for a particular purpose. Anyone shall at its own risk interpret
and employ this presentation without relying on it in isolation. In no event will
Swiss Re be liable for any loss or damages of any kind, including any direct,
indirect or consequential damages, arising out of or in connection with the use of
this presentation.



