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VTech	(2015)

• SQL	injec*on	vulnerability	reveals	4.8	million	customer	email	
addresses,	names	and	weakly	hashed	passwords	(MD5),	

• Leaked	names	and	DOB	of	children,	parents,	photos,	…		
• VTech's	account	registraFon	services	also	did	not	use	SSL/TLS.	
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• 37	million	customer	records	including	millions	of	account	
passwords	made	vulnerable	by	a	bad	hash	implementa*on 
and	weak	passwords!

CynoSure	analysis:	11	million	hashes	cracked	 
>630,000	people	used	usernames	as	passwords	  
MD5	hashed	le]	around	accidentally		
h^p://cynosureprime.blogspot.ch/2015/09/csp-our-take-on-cracked-am-passwords.html
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US	Office	of	Personnel	Management	(2015)

• Personnel	records	on	22	million	current	and	former	US	federal	
employees	(including	some	fingerprints)	

• A^ack:	Used	contractor’s	stolen	creden*als	to	plant	malware	
backdoor	in	the	network.	

• Undetected	for	343	days		
• Goal:	intelligence,	informaFon	gathering	

• Discovery:	Anomalous	SSL	traffic	and	a	decrypFon	tool	found	in	
the	network,	followed	by	a	forensic	invesFgaFon.
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Why	do	we	see	so	many	breaches?	

• Lot	more	data	is	being	collected	and	it	has	value 
Big	Data	=	Big	Value	=	Big	Risk	

• Increased	System	Complexity	and	Connec*vity	
• Simple	a^acks	s*ll	work.	

• Knowledge	is	widely	available	
• Schools,	Conferences,	Tools	widely	available,	and	inexpensive			
• End-systems	and	protocols	are	reverse-engineered

• Increasingly	hos*le	environment	
• A^acker	is	not	only	“on	the	channel”	
• Internal	a^ackers	(employees,	subcontractors)	
• “Post-Snowden	a6acker”:	 
ac;ve	subversion	of	systems,	protocols	and	standards
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Air-Gapped	you	say?

Data	ExfiltraFon	from	Air-Gapped	Computers	over	GSM	Frequencies

Usenix Security 2015



Post-Snowden	Cryptography	…	(2013)	
•Bullrun/Sigint:	a	program	by	the	NSA	to	"Insert	vulnerabili;es	into	
commercial	encryp;on	systems",	to	"influence	policies,	standards	
and	specifica;on	for	commercial	public	key	technologies"	and	to	
"shape	the	worldwide	commercial	cryptography	marketplace	to	
make	it	more	tractable	to	advanced	cryptanaly;c	capabili;es	being	
developed	by	NSA/CSS”.	Example:	Dual	EC	RNG	

•Most	companies	and	agencies	follow	the	NIST	recommendaFons

Problems	with	Standards	and	RecommendaFons	
(and	therefore	Compliance	…)	
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"shape	the	worldwide	commercial	cryptography	marketplace	to	
make	it	more	tractable	to	advanced	cryptanaly;c	capabili;es	being	
developed	by	NSA/CSS”.	Example:	Dual	EC	RNG	

•Most	companies	and	agencies	follow	the	NIST	recommendaFons

Problems	with	Standards	and	RecommendaFons	
(and	therefore	Compliance	…)	

https://eprint.iacr.org/2015/097.pdf
Surreptitiously Weakening Cryptographic Systems



Problems	with	Outsourcing	of	Data

Do	we	trust	the	 
cloud	provider	
/	jurisdic;on?

Do	we/they	trust	 
their	employees?

Do	we	believe	that	they	will  
secure	our	data	/	services		 

be6er	than	we	can?



private

• Virtually	everything	is	‘Virtualized’	and	‘Outsourced’	
• We	store	our	data	in	the	cloud	(Dropbox,	Google,	…)	
• We	run	servers	in	the	cloud	(systems,	analyFcs)	in	the	cloud	
• We	run	middleboxes	(firewall,	switches,	VPN,	…)	in	the	cloud	
• We	run	our	network	services	in	the	cloud	
• We	run	our	security	services	in	the	cloud	(PKI,	AAA,	…)		
• We	(will)	run	our	(cri:cal)	infrastructure	in	clouds

:-)

We	outsource	more	than	data	…	



So	how	do	we	move	forward	and	improve?
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• Aim	for	security	not	compliance.	
• Easy	to	be	compliant,	but	not	protect	the	system	/	data.

• Be	paranoid	
• Yes,	this	Fme	“they”	are	really	a]er	you.	

• Cover	the	basics	
• Most	a^acks	sFll	happen	due	to	basic	mistakes.		
• Very	few	truly	sophisFcated	a^acks	(e.g.,	Stuxnet)	

• But	then	be	creaFve	
• There	are	some	cool	security	technologies	out	there	-	we	

should	deploy	them.	
• Diversify	and	enable	defense	in	depth.	



We	Can	Do	Processing	over	Encrypted	Data	

Data	Confiden:ality/Integrity.	Storing	only	encrypted	data	in	the	
cloud?	But	how	do	we	process	/	query	encrypted	data	(efficiently)?		

• e.g.,	CryptDB	

• CompuFng	arbitrary	funcFons	over	encrypted	data	 
(Fully	homomorphic	encryp;on,	C.	Gentry,	2009)



It	is	not	only	about	storage,	what	about	running	code?	
(Launch/Run	:me	Integrity)	-	Trusted	Compu:ng	is	back!	
• e.g.,	Intel	SGX	promisses	isolated	execuFon	on	an	UNTRUSTED	

SYSTEM	

Applica'on*processor*

RAM*

Untrusted*OS*

Per7app*
TEE*

Encrypted*TEE*memory* Normal*memory*for*OS,*apps*

We	Can	Isolate	SensiFve	OperaFons
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And	many	many	more	…	

• Privacy-preserving	Machine	Learning	
• Machine-Learning	over	Encrypted	Data
• …	

• @ETH	e.g.,		
• New	Internet	Architectures	providing	isolaFon	and	

security.	(h^p://www.scion-architecture.net/)		
• Usable	2nd	factor	authenFcaFon	systems  

h^p://www.sound-proof.ch/		
• LocaFon-based	AuthenFcaFon	and	Access	Control  

www.secureposiFoning.com	

http://www.scion-architecture.net/
http://www.sound-proof.ch/
http://www.securepositioning.com


Security@ETH	Zurich

Ins*tute	of	Informa*on	Security	(INFSEC),	ETH	Zurich	
>	60	PhD	students	and	senior	researchers	in	security	

www.informaFonsecurity.ethz.ch	
www.zisc.ethz.ch		

http://www.informationsecurity.ethz.ch
http://www.zisc.ethz.ch
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