
Ethical System Engineering 

Univ. Prof. Dr. Sarah Spiekermann 
ETH Zürich, October 2017 



In 2016 IEEE started the Global 
Initiative for Ethical Considerations in 
AI and Autonomous Systems. 



Why is such an effort  
focusing on human values 
needed? 



There are many threatening 
warnings accompanying AI... 



IEEE is seriously worried about its 
subtitle... 



Is a call for more IT ethics 
purely philantrophic? 



European countries see a downturn of 
Total Factor Productivity despite 
digitalization. 

Total Factor Productivity 
2000 - 2016 



At the firm level, this tumbling TFP 
might be caused by a negative IT 
utility. 

Firm Utility from IT 

Density of IT Usage 

Tumbling of  
utility from IT 
in past years? 



I am defining Utility with a view to 
John Stuart Mill’s definition of 
‘Utilitarianism’. 

Firm Utility from IT 

Density of IT Usage 

NOTE:  
„Utility“ is the net sum of negative harms and positive benefits 

arising from a technology (i.e. for an individual, a firm, an 
industry or society at large) 



Density of IT Usage 

Utility from IT 

Density of IT Usage 

NOTE:  
„Density of IT Usage“ is defined as the number of heterogeneous 

IT systems integrated to serve a firm’s business mission. 



At the firm level, this tumbling TFP 
might be caused by a negative IT 
utility. 
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The value inflection point demarcates  
the moment where too much IT stifles 
wellbeing of organizations and indiviudals. 

Utility from IT 

Density of IT Usage 

Value inflection point 
caused by negative values (harms), 
such as employee health issues,  
work demotivation, lack 
of organizational flexibility, 
loss of organizational  
information control,  
lack of security & privacy,  
lack of service due to too  
much automation, 
attention drain, etc. 



Two decades of positive IT externalities 
could been followed by a potentially 
questionable overdosis of IT. 

Utility from IT 

Density of IT Usage 
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around 2000 - 2008? 







With value based IT design it might 
be possible to change the curve... 

Value Based IT Design 



What is value based 
system engineering? 



How is value based system 
engineering defined? 

Definition: 
“Value based IT design is a system 

engineering approach aiming to 
maximize positive value potential 

and minimize value harms for 
human beings in IT-rich 

environments.  
The ultimate goal of value 

based engineering is 
human wellbeing.” 

 
(Dr. Sarah Spiekermann, 2017) 



Value based engineering creates technical 
and organizational dispostions that cater to 
system level value quality requirements. 

§  Physical and mental health 
§  Privacy & security 
§  Work satisfaction & building of skills & knowledge 
§  Human belongingnees 
§  Human dignity and respect 
§  Human positive and negative freedom (control & 

autonomy) 
§  ... 

Exemplary system values impacting wellbeing 



To build „goods“ we have to create value 
dispositions driving value qualities. 



As part of its Ethial Initiative IEEE has 
started 10 standardization efforts that 
cater to important human values. 

§  P7001 - Transparency of Autonomous Systems 
§  P7002 - Data Privacy Process 
§  P7003 - Algorithmic Bias Considerations 
§  P7004 – Child and Student Data Governance 
§  P7005 – Transparent Employer Data Governance 
§  P7006 – Personal Data Artificial Intelligence (AI) Agent 
§  P7007 – Ethically Driven Robotics and Automation Systems 
§  P7008 – Ethically Driven Nudging for Robotic, Intelligent and Autonomous Systems 
§  P7009 – Fail-Safe Design of Autonomous and Semi-Autonomous Systems 
§  P7010 - Wellbeing Metrics Standard for Ethical AI and Autonomous Systems 



The core of value based system 
engineering will be laid out in the 
P7000 standard. 

P7000 – Model Process for 
Addressing Ethical Concerns 

During System Design 
 

https://standards.ieee.org/develop/project/
7000.html 



What will P7000 do and 
where does it come from? 



P7000 is building on multiple 
sources of existing knowledge. 

§  P7000 PAR sources: 
 
1.   Value identification with 

established ethical theories 
(utilitarianism, virtue ethics, 
deontological ethics) 

2.   Value conceptualization 
based on Batya Friedman‘s work 
on Value Sensitive Design 

3.   Risk management (as 
described in ISO/NIST 
standards) 

4.   Stakeholder management 
(ISO/IEC/IEEE 15288, etc.) 



As of fall 2017 P7000 foresees to have 
5 core processes. More might follow… 

1.  Preparing for P7000 
2.  Ethical Business and Mission 

Analysis 
3.  Value needs refinement process 
4.  Risk management 
5.  Operations and iterations 

 
+ accompanying participatory 
stakeholder mgt. 





A selection of P7000 core 
challenges 



The core challenge of the ethical 
mission process is how to prioritize 
values. 

§  While ethical theories allow for the identification of many values 
important to system design, it is a challenge to prioritize 
these; which also implies tot NOT focus on some value aspects. 

§  Some values can be in conflict with each other. It is open how 
conflict resolution can be handled best. 

§  Top management executives are supposed to be part of 
stakeholder groups. But how can their presence be best 
managed; especially if their goals don‘t align with 
stakeholder views? 

§  There might be some „ethical“ ‚hygiene factors‘ people 
would expect from a P7000 system (Privacy? Quality? 
Sustainability? Respect for Human Rights?) which do not come 
out of our process, but need to be tackled. Which ones? 



Our ethical business and mission analysis 
process identifes relevant system values  
with the help of established ethical theories. 

Virginia Dignum, „Responsible Autonomy“, 2017 



We face some core challenges in 
preparing for an ethical IT system. 

§  General systems do not have a pre-defined context. But 
ethical reasoning is always based on some context... 

§  Ethics is about taking responsibility for one‘s actions. But 
how can a chain of responsibility/controllability/
observability be established in today‘s virtual supply 
chains and P7000 systems being potentially part of a 
wider ‚system of systems‘? 

§  What principles must an organization subscribe to so 
that short-term profit motives are well balanced with a 
long-term value perspective? (value based projects need 
more time and cost more money..) 
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In a global study* of 124 system- 
and software engineers we found ... 

 
...a lack of responsibility 
§  approx. 40% do not or hardly perceive responsibility for systems‘ security and/or privacy 
§  approx. 40% perceive a „lack of lust“ to engage in privacy or security engineering 
 
...many organizations with weak privacy and/or security norms 
§  38% of the organizations in our sample have weak norms for privacy and 31% weak 

norms for security 
§  Some organizations explicitly instruct their employees to ignore privacy (11% of the 

organizations) and/or security design (8% of the organizations) 

… many engineers with no time to take care of privacy- und security engineering 
§  45% of engineers state that it is the time required to incorporate privacy design that 

makes it difficult or even very difficult for them to take care of the value  
§  For security, 50% of engineers say so 

*Spiekermann, S., Korunovska, J., Langheinrich, M., „PRIVACY AND SECURITY ENGINEERING BEHAVIOR –  
WHERE ARE THE ENGINEERS?“ in the review process 



Risk management is well proven, 
but costly. 

§  Once system level value quality requirements are 
identified and agreed on, the question is whether they all 
need to run through a risk assessment that is costly and 
time intensive. 
§  If not, how do we decide which values go to risk assessment 

and which not? 
§  For those value qualities that do not need risk assessment 

what alternative method could ensure that value requirements 
really end up in the system? 



Some overall challenges 

§  How do we ensure that we have a lean, but complete 
documentation of value decisions and value designs? We 
will have ‘gates’ defining this. 

§  How can we ensure that the value requirements, which we 
identify in our processes, enter the ‚agile‘ development 
processes lived in many organizations today? 

§  How can we measure the success of a P7000 project? 
§  What could system iterations look like to ensure that 

P7000 systems are and remain responsive to the value 
world into which they are deployed. 



Backup 



With value based IT design it would 
be possible to change the curve... 
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