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Trend Spotlight
Biometrics – the next big privacy issue? 
What insurers should know about this rapidly developing risk.

Picture a world in which you use your fingerprints, rather than keys to open your 
front door; where you pay for items by taking a selfie; where your heartbeat 
serves as your password. Biometrics — automated recognition of individuals 
based on unique characteristics — are making all of this possible. But maybe not 
surprisingly, the commercial use of biometrics raises numerous privacy and 
security concerns, which are worth exploring.  

Defining biometrics
It’s important to understand how biometrics 
are defined and how they work on a basic 
level. In simple terms, biometrics involve the 
measurement and analysis of unique 
physical and behavioral characteristics to 
determine 1) who a person is and 2) if he or 
she really is who they claim to be. Distinct 
physical traits include fingerprints, vein, 
retina, and voice patterns, as well as facial 
measurements (like the distance between 
someone’s eyes or the shape of their 
cheekbones). Behavioral identifiers can 
include an individual’s signature and 
keystroke patterns, gait, hand-eye 
coordination, and response times. After 
these biometric identifiers are captured, 
data is extracted, and then translated into 
codes and stored in a database or on a 
portable device like a smart card. Future 
data is compared to the established 
biometric template for authentication 
purposes. 

The advantages of biometrics as a means of 
identification and authentication include 
reduced costs (no more replacing lost ID 
cards) and added convenience (no more 
carrying key fobs, or having to reset or 
remember multiple passwords). Biometric 
data cannot be lost or forgotten. Because 
biometric identifiers are unique and 
immutable, they are considered more 
secure than passwords. However, it’s still 
possible to hack or trick scanning devices. 
And biometric information can be stolen. In 
2015, hackers breached the US Office of 
Personnel Management and stole the 
fingerprints of more than five million 
government employees.  

Biometric uses
There has been a tremendous uptick in the 
use of biometrics by the private sector due 
to a decrease in size and cost of biometric 
devices, combined with the desire for 
quicker, more efficient methods of 
authentication. For instance, banks are 
using retinal scans instead of passwords as 
a way to access online banking. Hospitals 
have implemented palm-vein scans to 
prevent misidentification of patients. 
Airports are increasingly replacing boarding 
passes with face and fingerprint scans to 
strengthen and speed up the boarding 
process. Colleges use them as a method of 
accessing dorms, and to confirm 
identification ahead of test taking.
 
While many organizations utilize biometrics 
for security, retailers are further taking 
advantage of facial-recognition systems to 
identify customers, and to direct them to 

specific products, or make 
recommendations based upon prior 
purchases. Car manufacturers are designing 
vehicles that require fingerprint or iris 
recognition to start their cars. Many cars will 
also automatically adjust seat location, 
music preferences and dashboard displays 
after identifying the driver. Auto companies 
are developing ways to monitor driver eye 
movements and heart rates to counter 
inattentive behavior and to prevent 
accidents. Sensors will be able to scan 
drivers’ faces for signs of drowsiness, track 
stress levels, and set phones automatically 
to “do not disturb.”

Few regulations on the books
There are no US federal laws governing 
biometric data. The Federal Trade 
Commission has issued recommended best 
practices for companies that use biometrics, 
but it has not promulgated any rules. The 



EU’s General Data Protection Regulation, 
which will take effect in May 2018, 
expands protections for personal 
information and does address biometric 
data; this will impact US companies that do 
business in EU member states or have EU 
employees. 

Three states currently have laws that apply 
to biometric data: Illinois, Texas and 
Washington. (Other states’ privacy laws 
may encompass biometric information, 
depending on how they define personal 
information.) Illinois’ “Biometric Information 
Privacy Act” (BIPA) is the most stringent 
state law. It requires providing written 
notice and obtaining written consent 
before private entities can obtain and store 
biometric identifiers or information. A 
biometric identifier is defined as a “retina or 
iris scan, fingerprint, voiceprint, or scan of 
hand or face geometry,” while biometric 
information is defined as “any information, 
regardless of how it is captured, converted, 
stored, or shared, based on an individual’s 
biometric identifier used to identify an 
individual.” Entities are further required to 
take steps to protect this information from 
disclosure, and to develop policies for 
retaining and disposing of it. BIPA permits 
a private right of action for liquidated 
damages and attorneys’ fees when there 
are violations. For each negligent violation, 
the prevailing party may recover USD 
1,000 or actual damages, whichever is 
greater. For intentional or reckless 
violations, parties may recover USD 5,000 
or actual damages, whichever is greater. In 
Texas and Washington, only the state 
attorney general can bring suit, and the 
remedy is civil penalties. 

The litigation landscape
BIPA was enacted in 2008, but it wasn’t 
until 2015 that plaintiffs’ attorneys started 
filing lawsuits alleging statutory violations. 
Today, more than 60 BIPA class actions are 
pending. The suits are generally based 
upon the defendants’ use of fingerprints or 
facial recognition technology. The majority 
of fingerprint suits involve employers who 
use fingerprints for employee timekeeping 
purposes. However, some suits have been 
filed against businesses that use 
fingerprints (rather than membership 
cards) to identify customers. Class actions 
against tech and social media companies, 
like Facebook, Google and Shutterfly, stem 
from their use of facial-recognition 
software to scan images and create a 
template for each face based upon its 

unique characteristics. (These templates 
are stored in a database, and when new 
images are uploaded, they are compared 
to the templates and matches are noted.)

In both types of suits, plaintiffs allege that 
the defendants failed to 1) obtain consent 
to use of this biometric information, 2) 
disclose how the information would be 
stored, used, or shared, and 3) advise how 
they planned to ultimately dispose of the 
information. The entities sued have set 
forth numerous defenses, including that 
BIPA does not apply to biometric data 
obtained from photographs, since the 
statutory definition of biometric identifiers 
expressly excludes photographs. However, 
courts have held that data obtained from 
photos can constitute scans of facial 
geometry, which fall within the BIPA 
definition. See, for example, Monroy v 
Shutterfly, Inc., 16 CV 10984 (N.D. Ill. 
2017), a US District Court decision from 
September 2017.   

Defendants have also argued that a private 
right of action under BIPA is limited to 
aggrieved persons, and that plaintiffs have 
not suffered actual injury. The Second 
District of the Appellate Court of Illinois 
agreed with this position in a December 
2017 decision. The defendant in 
Rosenbach v. Six Flags Entertainment 
Corp., 2017 IL App (2d) 170317, used a 
biometric fingerprint scanning and 
identification process for its theme park’s 
season pass holders. The plaintiffs did not 
allege actual injury, but they argued they 
would not have purchased the pass had 
they known of the defendants’ conduct. 
The court held that while BIPA does not 
define “aggrieved,” the plain meaning of 
the term requires actual injury, adverse 
effect or harm. Plaintiffs who allege only 
technical violations of the act without 
injury cannot recover damages.  

In February 2018, a federal judge denied 
Facebook’s motion to dismiss a class 
action alleging that the company’s “Tag 
Suggestions” program violated BIPA. He 
found the plaintiffs alleged concrete 
violations of privacy. The judge noted the 
Supreme Court expressly recognizes the 
violation of a statutory procedural right 
(without any additional harm alleged) can 
be sufficient to satisfy the standing-to-sue 
requirement. The plaintiffs also alleged that 
Facebook had not provided them with 
notice or opportunity to withhold consent.

The impact on insurance coverage
Should insurers be concerned about 
biometric claims? It depends largely on the 
lines of business they write. Commercial 
general liability (CGL) policies provide 
coverage under personal and advertising 
injury provisions for damages due to 
publication of material violating a person’s 
right to privacy. But unless biometric 
information is shared with a third party, it is 
unlikely to be considered as published. 
Several CGL exclusions may be applicable, 
including the Access or Disclosure of 
Confidential or Personal Information and 
Data-Related Liability Exclusion. The 
Employment-Related Practices Exclusion 
should also bar coverage for employee 
claims. However, these claims may be 
covered under Employment Practices 
Liability Insurance (EPLI) policies, many of 
which provide coverage for workplace 
invasions of privacy under a definition of 
‘’wrongful act.” Cyber policies also cover 
privacy breaches in certain cases, but the 
definition of confidential information in the 
policy may not encompass biometric data. 
Other cyber policies may only apply if 
confidential information is disclosed to a 
third party. Frequently, companies use third 
parties to collect and store biometric 
information, and plaintiffs may argue this 
use constitutes disclosure. Cyber policies 
may contain exclusions for claims resulting 
from unauthorized collection of data. 

What lies ahead
Commercial use of biometrics is expected 
to increase drastically in the next few 
years. There will be more than 5.5 billion 
biometrically enabled mobile devices by 
2022, according to a forecast by Acuity 
Market Intelligence. As a result, we expect 
to see additional regulation. Alaska, 
Montana, Connecticut and New 
Hampshire are among the US states 
currently considering biometric privacy 
laws.  

Many entities are probably unaware of the 
legal risks associated with using biometric 
information. As such, insurers should take a 
leading role in educating clients, to ensure 
they are aware of and in compliance with 
applicable laws, and they are utilizing best 
practices. These practices include 
developing written policies, implementing 
protocols for protecting data, and insisting 
that vendors are aware of and adhering to 
biometric standards and regulations. Both 
insureds and insurers should be monitoring 
this emerging risk, as we expect it to 
develop rapidly. 


