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Preface 

This story, all names, characters and incidents are fictitious. No identification with actual persons (living or deceased), places, 
buildings and products is intended or should be inferred. 

Unfortunately, however, the events which unfold are very real and are happening all over the world right now.  
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Wednesday, 3rd of June 2020

06:10

Natalie left her house on a fine June morning 
to cycle the half-hour journey to work. She 
had no idea that she was enjoying her last 
period of calm for several weeks. 

Natalie liked to arrive at work early. The first 
two hours, before the office filled up and the 
phone began ringing, were great for getting 
things done. She had taken over the role of 
CEO of Alpen Cookware from her father six 
months earlier and was proud of how the 
company was doing, especially in the difficult 
economic environment due to the coronavirus 
pandemic. 

Alpen Cookware was a solid company. 
Founded by Natalie’s grandparents, they 
produced high-end kitchen supplies such as 
pots and pans as well as kitchen scales and 
timers. The company headquarters, in the 
small Alpine town of Chur, Switzerland, 
comprised a production facility, a separate 
warehouse and a small office building.  
Most of their employees – approximately  
150 people – worked there. 

That morning, Natalie’s thoughts were 
preoccupied with her father’s declining health 
and the upcoming signing of a large contract 
with a distributor in Austria. She knew she 
must also start looking for a new Head of 
Manufacturing because Stefan would be 
retiring soon. With all this going through her 
mind, Natalie still enjoyed the fresh, crisp air, 
the early morning light and the quiet, 
disrupted only by bird song, as she let herself 
into the office. Coffee in hand, she sat down  
at her desk, shuffled the previous day’s 
documents to the side, and pressed the start 
button on her computer. 

The first order of business that morning was  
to finalise the contract with the Austrian 
distributor. Just one more read-through from 
her side and it would be ready to go. She 
decided to do this even before looking at her 
e-mail inbox. She clicked on the icon to open 
the file, expecting the usual start-up 
procedure. But what was this? Her screen 
remained blank for a couple of seconds and 
then a strange window opened:

It took a few moments for the message to sink in. Then, Natalie’s hands began to shake.

All your files and systems are encrypted by AMAZE. 
You cannot access your information at the moment, but do not 
despair. You only need to take a few steps to regain access  
to your files. Please also note that we have exfiltrated a lot 
of information and should we not get to an agreement, we are 
forced to make all that information public. For more 
information please google ‘AMAZE’ ransomware.   

The only way to regain access to your information and not 
suffer any data leakage is to buy a special key from us.  
In order to do so, please

1. Download and install the Tor Browser from torproject.org 
2. Open this website in the Tor Browser: 

http://amaze63hf92o28sj.onion/N20sfE
3. Follow the instructions on the page

Here you will find all instructions that you need to get 
secure access to your data again. You might even take a free 
of charge decryption test, so you can be sure we deliver 
quality. If there are any problems, you have the opportunity 
to talk to our friendly and knowledgeable support team via 
the live chat. PLEASE PAY UNTIL TOMORROW EOB, otherwise you 
will permanently lose access to your files and we will 
publish your confidential data!



A short history of ransomware

The first ransomware attack, Aids Trojan/PC Cyborg is 
distributed, highlighting the need for data security measures.

The invention of Bitcoin. Digital currency offers easier payment 
and greater anonymity.

CryptoLocker spreads through compromised websites and 
malicious email attachments. New encryption techniques 
make it much more difficult to track down the criminals  
behind it.

Sypeng is the first ransomware to target mobile devices, 
particularly Android. Victims start receiving text messages 
that appear to be Adobe flash updates but are in fact 
ransomware, locking their device and demanding  USD 200.

Ransomware as a Service (RaaS) makes it possible for anyone 
to become a cybercriminal, allowing them to pay another 
criminal for access to code. RaaS can now be obtained for as 
little as  USD 39.

KeRanger is the first ransomware targeting Macs. Petya, 
Mamba, TeslaCrypt, Locky and ZCryptor begin to spread.

Wannacry is the fastest spreading ransomware in history.  
In four days, more than 250,000 devices are infected.

GandCrab is the first variant distributed via malicious emails.

Maze ransomware is first to offer attackers the ability to 
upload stolen data to a public site.

Ransomware frequency and payment demands soar to 
unprecedented levels as cybercriminals exploit companies 
vulnerable in wake of COVID-19 pandemic.
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Definition: 

Ransomware is a type of malware, or malicious software, that 
takes control of an organisation’s data files or computer network. 

Figure 3 
Who is a victim ‒ affected Industries 

Figure 2 
Size of companies being hit by ransomware  

Figure 4 
Size of companies being hit by ransomware  

Figure 1 
Ransomware variants 2020 
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The purpose of ransomware is extortion that, in some ways,  
is similar to kidnapping. However, instead of taking a person 
and threatening to injure him or her if a ransom is not paid,  
the cybercriminal takes control of an organisation’s data and 
networked systems and threatens to keep data, applications  
or systems inaccessible if they do not receive payment. 
Additionally, some criminals also copy/exfiltrate confidential 
data that they threaten to publish if ransom is not paid. Once 
the malware has taken hold, the organisation will receive the 

ransom note, most likely in the form of a message on the 
computer screen or in a ‘.readme’ file with a warning that  
the files have been encrypted. The message will also include 
contact information for the threat actor and instructions on 
how to obtain bitcoin. Some threat actors may include a 
countdown clock with the threat. If contact is not made and 
the specified amount is not paid within the time limit, the 
cybercriminal will not provide the decryption key and the  
data will be lost or exposed. 
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Figure 5 
Initial ransom amounts requested 2018‒2020 (USD)
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Figure 6  
Ransomware attack vectors  by company size ‒ % of cases for a company size
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Over the last couple of 
years, the claims frequency 
for ransomware incidents 
has increased significantly.  
This is currently the hot 
topic in the insurance 
industry. 
Swiss Re
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Wednesday, 3rd of June 2020

06:50

Taking a deep breath, Natalie reached for her 
mobile phone and called Yuri. He had been 
‘the IT guy’ for at least three years. Yuri had 
started as a process automation specialist  
for their production lines, but over time he 
became the go-to person for solving a  
variety of general IT problems. In Natalie’s 
experience, Yuri could do just about anything 
with computers. 

When Yuri picked up the phone, Natalie 
explained the situation.

‘Don’t touch anything! I am coming in!’,  
Yuri shouted into the phone. 

Within 40 minutes, which seemed like days  
to Natalie, he was on-site. 

‘I’ve had the same message popping up 
when I started my laptop at home.’ Yuri told 
her, while booting up one of the computers  
in the IT office. Natalie watched him trying 
unsuccessfully to get beyond the message, 
but nothing he tried seemed to be working. 

After a few minutes, Yuri relented:

‘I cannot solve this, we need help.’

At this moment, Natalie remembered a 
conversation she’d had with their business 
insurance agent from InsuranceNow! In her 
former role as CFO, she had been responsible 
for managing insurance for Alpen Cookware 
and a year earlier she’d added cyber 
insurance to their package. An incident in  
the spring of that year had led to a production 
stoppage of almost two days and had nearly 
cost them a large and profitable contract. 
When she’d discussed the cyber insurance 
coverage with her broker, he had emphasised 
the valuable incident support services that 
were included in the cyber insurance policy.

In order to apply for the policy, they discussed 
their cyber exposures with their broker and 
filled out a questionnaire about their cyber 
security practices.

Frantically, Natalie searched for the 
documentation. Thankfully, her part-time 
assistant was ‘old school’ and still filed 
important information in paper format. 

‘Here!’ she told Yuri, ‘this is the insurance 
company’s emergency helpline. Let’s call 
them!’

When my business was hit by ransomware,  
I was devastated. Our insurer and Incident 
Responder walked us through the remediation 
process, step by step, until we were back up  
and running. I don’t think I would be in business 
today if it wasn’t for their support.  
Jack, BC, Canada



Wednesday, 3rd of June 2020

07:55

Natalie and Yuri huddled around Natalie’s 
desk, the ransom note still showing on her 
screen while they called the helpline.

‘Hello, this is Hannah at CyberScout.  
I’m an Incident Response Coordinator and  
I’m here to support you throughout this 
process. I will also document the case. 
Can you tell me what has happened?’ 

Natalie was surprised and quite relieved that 
she was able to reach an actual human being 
shortly before eight o’clock in the morning. 
After hearing about the ransomware message 
and Yuri’s inability to start any of the systems, 
Hannah brought in Sebastian, one of 
CyberScout’s forensic experts. The first thing 
Sebastian requested was a photograph of the 
ransomware notice: 

‘We want to make sure this is not just 
“scareware” – a spoof ransom note made 
to look like the system has been encrypted 
when in fact nothing has happened.’ 

Yuri photographed the screen and told 
Sebastian that the ransom note was showing 
up on all computers and that he was not able 
to boot any device correctly. ‘OK, this looks 
like the real thing’, Sebastian told them after 

a couple of minutes. ‘We have seen this 
ransomware before.’ 

Sebastian explained that they must first 
determine the manner of compromise, 
mitigate the damage and then take next steps 
for restoration. He advised Natalie and Yuri to 
immediately shut down their internal network 
to prevent the malware from spreading to 
other locations, in their case the sales offices 
in Frankfurt and Vienna.

Yuri complied with the first action, while 
Natalie placed a call to her cousin Markus.  
He owned TechSolutions, the small IT 
company that Alpen Cookware used for 
hosting their website and e-shop, as well as  
to manage all servers and workplace IT 
equipment. Markus did not pick up his phone, 
so Natalie left a message for him to call her 
back urgently. 

Natalie then wrote on sheets of paper: ‘Do 
not turn on any computer until further 
notice, we are experiencing a cyber-
attack!‘ She pinned these to the main 
entrance doors of the office and the 
production facility, for employees to plainly 
see. She also intercepted the first people to 
arrive for work, and briefed them not to use 
their computers.
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Wednesday, 3rd of June 2020

09:10

While Yuri continued to speak to Sebastian, 
Natalie called the management team, as well 
as the two sales offices, and asked for an 
emergency meeting at 10:30.

‘By then we will know more!’ she felt 
certain. 

Sebastian inquired about the types of data 
Alpen Cookware was holding and most 
concerned about. 

‘Ehm, we have all kinds of data’, Natalie 
started, ‘there is our financial data, 
customer lists, R&D results, employee 
information…’. 

‘And don’t forget the configuration of our 
process control software for the main 
cookware manufacturing line!’ Yuri added. 

‘You are right, Yuri’, groaned Natalie, 
‘Everything runs on data nowadays.  
Our whole production will stand still!’

‘OK’, said Sebastian, calmly. ‘Let’s take one 
step at a time. You have disconnected all the 
network cables, right?’ 

‘Yes’, Yuri confirmed. 

‘Do you have any backups?’

‘Yes, we do’, Yuri answered. ‘I haven’t set 
this up, though. We need to wait for 
TechSolutions to come back to us. They  
set up the whole system a few months 
ago. To my knowledge, we are holding  
the backups ourselves on separate 
network drives.’

‘Are those drives also disconnected now?’ 
Sebastian inquired again.

‘Yes, absolutely’. 

‘So, is TechSolutions the general service 
provider for all your IT and 
communications services?’ Sebastian 
wanted to know. ‘Have they been informed 
yet? Have they done anything yet?‘ He also 
mentioned ‘Sometimes, in-house IT or 
providers that haven’t dealt with such a 
case before wipe the systems right away, 

which can cause issues and erase 
evidence.’ 

‘No, I haven’t been able to reach them, but 
I will try again right now’ Natalie answered. 
She also promised to ensure that 
TechSolutions did not start their own incident 
response work independently, and that they 
would coordinate with Sebastian. 

By now it was already almost 10 o’clock and 
Natalie was getting more nervous by the 
minute. In 30 minutes the management team 
would meet and, so far, they had very little 
information but many questions. What kind  
of data had been stolen, if any at all? Did she 
need to call the police? How much was the 
ransom? She had endless questions and very 
few answers. What was she going to tell the 
staff that had already arrived for work and 
were standing around having a second and 
third coffee while waiting for instructions?

While Natalie made the rounds of Alpen 
Cookware, to make sure people were calm 
and following the basic instructions, Markus 
finally called her back.

‘I am so sorry’ he began. ‘Marie had to go 
to the doctor this morning and I forgot to 
turn off the silent mode on my phone’. 

Marie was Markus’ young daughter, and 
Natalie knew how he doted on her. 

‘Not a problem’ Natalie said, ‘but we have 
an emergency here as well!’ 

She quickly explained the situation to Markus 
while hurrying back to her office. As she 
entered, she overheard Sebastian telling Yuri 
they needed to do a more in-depth forensic 
analysis in order to ascertain if and what kind 
of data had been stolen and how to proceed. 

‘Yuri, I need you in the management 
meeting now!’ she told him urgently.  
‘Also, I have Markus on the phone!’ 

Sebastian promised to ship CyberScout’s 
remote forensic device, RALF, to Alpen 
Cookware overnight. Natalie connected him 
with Markus and then hurriedly left the office 
with Yuri to go to the large meeting room.  



Swiss Re From Kitchenware to Ransomware ‒ A Short Story 9

Typical incident response process in case of  
a ransomware event 

CyberScout helpline receives call requesting 
support (direct from customer or from insurer on 
behalf of customer)

Incident Coordinator confirms active insurance 
policy in place

Insurer and/or customer explain incident as fully 
as possible to CyberScout

Incident Coordinator:

a.      Gathers critical information, provides initial 
guidance, and sends initial report to insurer

b.     Confirms this is a valid ransomware event and not  
a “spoof” malware

c.     Refers customer to CyberScout Incident Response 
Team, initiates claims process with insurer

CyberScout Incident Response Team:

a.      Reviews facts with incident coordinator  
and customer

b.     Obtains and reviews ransom note

c.      Conducts forensic investigation to determine what 
happened and if protected information has been 
exfiltrated and/or exposed

d.    Determines if an active backup is available

1

2

3

4

5

i.    If active backup is available, assist with 
restoration from backup: Make sure backup is 
complete and clean (no malware)

ii.   Wipe current drives (must wait until after 
forensic investigation) or present brand-new 
clean drives

iii. Load data into new environment
iv.  Connect and run system restoration (if running 

from cloud storage, ensure running correctly)
v.  Setup and authenticate users, configure 

settings
vi.   Ensure end user login is successfully working 

as usual
vii.  Connect new security hardware, firewall, 

infrastructure. 
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Wednesday, 3rd of June 2020

10:30

When Natalie and Yuri entered the meeting 
room, everyone stopped speaking for a few 
seconds, then began asking questions all at 
the same time. Three of the four executives 
were present, all but Stefan, who, at 65 and 
with chronic asthma, had been working 
remotely since early March. Natalie was about 
to sit down when the speakerphone rang with 
Stefan’s number. 

Natalie composed herself and started the 
meeting.

‘Okay, everyone. Here is what we know. 
We have been hit by a cyberattack. All our 
computers are down, we cannot access 
any of our data, no customer data, no sales 
and delivery data, no financial data. It 
looks like our production is affected as 
well’. She then explained the situation to her 
executive team: ‘There is also a great deal 
that we don’t know yet. For example, we 
don’t know whether we can restore our 
data from backups. Markus and his team 
are currently checking on that. Also, we 
have no idea what data has been stolen,  
if any. CyberScout, our Incident Response 
team, is working on that now. We will 
hopefully know that by tomorrow, when 
we receive a special device for the forensic 
analysis. The ransom note says they will 
publish our data by tomorrow night, so 
hopefully we will know beforehand.’

Good news ist hat we have insurance, and 
that the incident responder has already 
contacted our insurance company to start  
the claims process.

‘Let’s list the things we need to do and 
split the work. Can we use our old 
emergency plans for checking if we have 
thought about everything?’

Yet again, Natalie wished they had not 
postponed their emergency exercises for so 
long. They’d had a plan ready for years but 
needed to update and test it. Alas, other 
priorities were always more important and 
more urgent. 

‘Hm, not really’, came Stefan’s voice through 
the phone. ‘Our emergency procedures only 
cover physical threats like fire or water 
damage, but not a cyber event. However,  
if you get the printed copy from my office, 
you can check if there is anything in there 
that we should be using now as well.’

The following two and a half hours were filled 
with discussions around what to do to get 
their systems and operations up and running 
again. Yuri explained to them that they had 
three general options:

1. Restore data from backup 

2. Negotiate with the criminals and 
potentially pay ransom, or

3. Move forward without data

They quickly disqualified option 3: to move 
forward without data was not a real option at 
all. Not only would they lose all their customer, 
supplier and partner data, which would take 
weeks if not months to collect again, but they 
would no longer be able to produce their  
their kitchenware. That combination would 
probably lead to them to bankruptcy rather 
quickly. This was their joint assessment of  
the situation. 

‘Wow, I had no idea that we were so 
dependent on our data and computers!’ 
exclaimed Hermann, their Head of Sales and 
Marketing. ’We are not a tech company 
after all!’

It quickly became obvious that option 1 was 
by far the best for them. Nobody wanted 
option 2, to negotiate or ‘do business’ with 
the criminals. However, they decided to keep 
this option open as a last resort. 
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After a lengthy discussion, the team emerged with the following tasks, which they split up 
among themselves:

1.      Analysis: Check if backups are working and if data can be restored (by Wednesday 
night). Also, forensics analysis what kind of data, if any, has been stolen  
(by Thursday night). 

2.     Communications:
 a.  Board (immediately after meeting) - Natalie 
 b.   Customers (postpone until more information is available on how long it will 

take to be operational again; also depending on the analysis if data has been 
stolen - Hermann

 c.  Partners, same as customers- Fabrice 
 d.   Employees; see outcome of production and operations, and then send (most)  

employees home until further notice- Barbara
 e.  Police (immediately after meeting) - Natalie 
 f.  Criminals (discuss with Hannah from CyberScout) - Natalie

3.     Production and Operations:
 -   Analyse what is still working and which tasks can be performed  

and organise this- Stefan
 -  Prepare for overtime/ ramping up once situation has normalised - Stefan

4.     Liquidity planning and invoicing- Barbara 

When the meeting ended, Natalie was 
relieved that she was no longer alone with the 
situation and that her team knew what to do. 
She had full trust in them to work through the 
items on their emergency list and come to her 

if there were any new developments or 
problems. However, she had that nagging 
feeling in her mind that they might have 
forgotten something important. 
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Wednesday, 3rd of June 2020

18:00

For the second time that day the executive 
team met in the large meeting room on the 
second floor. The table was strewn with 
papers and the leftovers of snacks that had 
kept them going throughout the grueling 
events. 

‘We have good news!’ declared Natalie at 
the start of the meeting. ‘Markus and his 
team have analysed the backups. Although 
our network drive backups seem to be 
encrypted as well, we thankfully have off-
line backups too. They are two weeks old,  
but Markus believes he can restore our 
systems and data from those. We don’t 
know yet how long this will take. 
Obviously, we will have lost two weeks  
of data but, all in all, that is extremely  
good news.’

‘Also, our sales offices in Frankfurt and 
Vienna don’t seem to be affected. For 
security reasons, they have also stopped 
working for the time being.’

She continued to explain: ‘On the other 
hand, we still don’t know if any data  
has been stolen. So, with respect to the 
second part of the extortion scheme,  
we don’t have the overview of the  
situation yet.’ 

One by one the executive team went through 
the other agreed tasks:

 ̤ Natalie had informed the President of  
the Board, her father. He was awaiting 
additional information and would stay 
hands-off. Natalie had promised to keep 
him apprised of all news and to make no 
significant decisions without consulting 
with him. 

 ̤ Hermann confirmed that their own CRM 
system was also affected but that he was 
able to find several paper copies of older 
customer lists. He had sent no 
communications to them yet. He also 
reported that the web-shop was partially 
unavailable and no orders could be placed. 

 ̤ Fabrice reported the same for suppliers and 
other partners. 

 ̤ Barbara told the team that all but a few 
employees were sent home. They would be 
informed by their team leaders on a daily 
basis of the status. Also, some employees 
had been asked if they would be willing  
to work weekends or evening shifts once 
operations started up again. People were 
worried, but did not panic. 

 ̤ Natalie had talked to the police. They 
recorded her complaint but said that they 
could not help directly.

Then, Natalie reported on her call with 
Hannah:

‘CyberScout is checking on the ransom 
note and will also contact the criminals  
in case we want to go with option 2 of 
negotiating the ransom, which ‒ I repeat ‒ 
we should not. They will come back to us 
by late tonight with an additional report  
on those items.’

‘Also, talking to Hannah, I found out  
what we have missed before. If personal 
data of our customers or employees has 
been stolen, we must inform the Data 
Protection Authorities. For our customers 
in the EU that needs to be done within  
72 hours. For Switzerland it is a bit less 
clear. Hannah promised to help with that.’

For the rest of the meeting the team 
concentrated on operational and financial 
topics, before breaking up for the day. 
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Wednesday, 3rd of June 2020

20:30

Natalie opened the door to her house and 
kicked off her shoes. She was sweaty, felt 
completely drained and had a pulsing 
headache. Her thoughts meandered between 
her to-do list and the call with Hannah that 
she had just finished. Hannah had given her 
more information about the ransom demand, 
which she said was for two bitcoins, worth 
approximately 20.000 Swiss Francs. Hannah 
also confirmed that they had contacted the 
criminals to demand proof that confidential 
data had indeed been stolen, just in case the 
forensic analysis was inconclusive. 

‘Two bitcoins wasn’t that much, they could 
pay that amount of money. But what if the 
criminals really had stolen customer data? 
What if they still published them, even if 
they paid? How would that affect their 
reputation? And all the legal trouble they 
would get into! Well,’ she steeled herself, 
‘we will not pay those criminals, and we 
will survive this catastrophe!’

Thursday, 4th of June 2020

05:30

Natalie could not sleep. Her mind looped in an 
endless circle around the questions that she 
could not yet answer. In spite of the good 
news yesterday afternoon that the backups 
were available, would they be able to restore 

their data? And the possibility that 
confidential data had been stolen, which 
could get them into legal trouble, hung like  
a dark cloud over her head. 
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Thursday, 4th of June 2020

09:47

Natalie was just getting another cup of coffee 
when she saw the delivery van from the 
window of the small kitchenette on the 
ground floor. Immediately she took out her 
phone and called Yuri: 

‘Yuri, get ready, the device is here!’

Yuri and Markus spent a few minutes on the 
phone with Sebastian. He instructed them on 
how to install RALF and let it do its magic 
remotely. 

Once RALF was installed, Yuri and Markus 
took a much-needed coffee break. Natalie 
looked in at the device from time to time as it 
silently analysed whether the criminals were 
still in their network, if and what data was 
exfiltrated, and how the compromise had 
happened. 

Remote Access Lab Forensics (RALF) device by CyberScout 

 
RALF is a small, form-factor device that initiates a secure connection to 
business networks for remote investigation by CyberScout’s Incident Response 
team. Using flexible protocol options to tunnel outbound without leaving a 
trace, RALF enables CyberScout to: 

 ̤   Perform network-based forensic assessments

 ̤   Investigate compromised or suspect systems in the network

 ̤   Probe for network-layer weaknesses

 ̤   Discover unauthorised devices in violation of corporate policy

 ̤   Detect devices in unconfigured, misconfigured, or vulnerable states

 ̤   Reveal rogue access points and other malicious systems

 ̤    Detect Operating System types to identify outdated and  

unpatched versions

Infonote:
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We were hit with a parti-
cularly savage ransomware 
event and the forensic team 
at CyberScout was there for 
us at all hours. They promptly 
investigated the matter to 
determine what information 
had been exposed and how. 
When it became clear our 
customers’ information had 
been exposed and we would  
need to notify, I dreaded  
the repercussions, but 
CyberScout handled that 
process seamlessly for us too. 
We are extremely grateful  
for our cyber insurance and 
incident response services.  
Joan, United Kingdom 

Ransomware events can take an average of 3‒18 days  
to resolve depending on a variety of factors including:

Ransomware type

Size of network and infrastructure

Whether quality data backup  
is available and accessible



Friday, 5th of June 2020

09:00

The management team was back together in 
the large meeting room. Natalie had insisted 
on a meeting first thing in the morning to 
discuss the findings of the forensic analysis. 

This time, both Markus and Yuri were present. 
With six people present they could not follow 
the required 1.5m distancing rules, but 
everybody was wearing a mask. All were 
focused on Markus’ and Yuri’s information.

‘It appears you were very lucky again’ 
began Markus, after Yuri had explained what 
they had been doing the previous day. 

‘There was some data exfiltrated, but only 
from one single drive that stores older 
R&D results. The last entry was from two 
years ago. With that data no-one can do us 
any harm.’

‘So, it is confirmed that no customer data 
nor any employee data has been stolen?’ 
asked Barbara. 

‘Yes, that is correct’. ‘Does that also mean 
that we do not have to inform the Data 
Protection Authorities, nor our customers 
and partners?’ enquired Natalie. 

‘Yes, this is what we understand. No 
personal data has been stolen. Thus, no 
notification is necessary’ confirmed Yuri. 

Natalie’s hands started to tremble from relief 
and a huge burden lifted off her. They would 
be fine!

Markus continued: ‘The forensic analysis 
also showed that the malware was 
installed after someone in HR clicked  
on an infected link. They seem to have 
received a fake job application with a link 
to an equally fake CV. That was just a 
scam, and clicking the link started the 
installation of the malware within your 
network.’

‘With the help of the remote forensics  
tool we were able to ascertain that the 
criminals are no longer in our network. 
Thus, no additional data will be leaked  
at this point. We will start to clean the 
servers, reinstall the systems and restore 
the data immediately. I am confident that 
we can have you up and running again by 
mid-next week.’

The whole management team began to ask 
questions at once. Markus and Yuri did their 
best to answer, while Natalie sank back in her 
chair and allowed herself a moment of quiet. 
She could not believe how lucky they had 
been! Everything could have been so much 
more dire. Now she just hoped that the clean-
up and restoration would go smoothly so they 
could go back to doing what they did best: 
producing pots and pans for a sophisticated 
customer base.



Monday, 15th of June 2020

09:45

‘This is Paola from the claims department 
of InsuranceNow!, how may I help you?’ 
Natalie had called the insurance company, 
since she had been dealing with all of their 
insurance policies and issues for the last few 
years. This call was important to her. 

‘Good morning, this is Natalie. Our 
company, Alpen Cookware, has been a 
victim of a cyberattack. You should already 
have all the relevant information on your 
system. We have been working with the 
people from CyberScout to manage the 
event. Now I would like to know what  
I need to do in order to file the claim.’

‘We were attacked on June 3rd and only 
came back to life on the evening of June 
10th. That was one week of being unable 
to operate. Additionally, we have received 
an invoice for 64 000 Swiss Francs from 
our IT service provider for the system 
cleaning and data restoration work.  
Can we get the whole amount reimbursed? 
And how much can we claim for the 
missing business? Also, do we have to  
pay extra for the CyberScout analyses?’

Paola checked the Alpen Cookware policy. 
‘Ah, here. You have purchased a cyber 
insurance policy that has a maximum limit 
of 1 million Swiss Francs for liability losses 
and 500 000 Swiss Francs for first party 

losses. I will have to look into it some 
more, but from what I see now the cost for 
the forensic analysis by CyberScout should  
be completely covered by the incident 
response module, and the 64 000 Swiss 
Francs service provider cost by the data 
restoration module. For the business 
interruption that you incurred, please note 
that there is a 12-hour waiting period, but 
since your interruption was longer than 
that, the policy is triggered and you will be 
reimbursed for lost business during that 
time. I will send you a form to fill out with 
the data we need to do all the calculations. 
Please send it back as soon as you have all 
the information, and then we can review it 
and talk again.’

When Natalie disconnected, she took a deep 
breath. She was relieved that they had the 
insurance, which would now cover most of 
the additional costs they had incurred and 
even some of their lost business. Also, they 
had helped quickly and effectively with their 
incident response service. Without that, 
Alpen Cookware would have been in much 
deeper trouble. All in all, they had escaped 
lightly. Going forward, she would ensure that 
they were much better prepared for any cyber 
incident.
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Some facts about cyber insurance

5.5bn USD
premium in the  

global cyber  
insurance market

20‒30% 
annual growth 

of cyber insurance 
market‘

40%
premium ceded 

to the reinsurance 
market

>90%
 of SMEs not  

insured against 
cyber risks

66‒25‒9%
 distribution of premium 
to the regions Americas 

Europe/Africa 
Asia/Pacific
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Typical cyber insurance coverages

A cyber insurance policy usually  
contains both first-party and third-party 
coverages. Typical insured risks are 
business interruption due to a cyber 
event, restoration of deleted or otherwise 
non-accessible data or cyber extortion 
on the first party side. 

On the liability side privacy liability is 
probably the most important coverage 
area, because it picks up losses a 
company incurs, for example, after 
personally identifiable information (PII)  
of customers has been stolen, as in a 
typical data breach scenario.

Service components

Cyber insurance policies pay for 
additional cost that the insured has 
incurred while managing a cyber 
security incident. This could be cost for 
crisis management support and forensic 
analyses or help with communications 
and public relations. Often, the insurance 
company has specialised companies on 
stand-by that come in and help in case 
of an emergency. 

For jurisdictions that know mandatory 
notification requirements, tasks like 
setting up call centres or notifying data 
subjects individually can also be taken 
care of.

Business interruption (BI)

Data restoration

Cyber extortion

Privacy liability

Network security liability

Media liability

Crisis management and PR

IT forensics

Notification

1

2

3

First party covers

Third party covers

Services/assistance costs

Swiss Re From Kitchenware to Ransomware ‒ A Short Story 19



20 Swiss Re From Kitchenware to Ransomware ‒ A Short Story

Wednesday, 11th of November 2020

15:00

Natalie cleared her throat and then started:  
‘I have been asked to participate in this 
webinar organised by Swiss Re to tell our 
story. It is a story about a small company 
that was going about its business to 
survive in these unprecedented times of 
the coronavirus pandemic. We were doing 
OK. But then we got hit with a ransomware 
attack. We almost did not survive. I am 
telling you our story today, in order to 
shake you. To shake you from the false 
sense that you are not a bank and thus 
have nothing to fear from cyber criminals, 
to shake you from the false belief that you 
are too small to get noticed, and to shake 
you from the false reality that you have not 
yet walked the very alluring way of 
digitalisation, still thinking that you are 
running a brick and mortar business. 

We have learned a lot in the last few 
months and are implementing changes.  
I will take the four most important 
learnings up front, so you get the gist:

First: We are developing new emergency 
response and business continuity plans 
and checklists to address cyber incidents. 
We will be testing them at regular intervals 
as well. 

Second: We will invest much more to train 
all our employees on cyber risks. 

Third: We have improved our backup 
procedures and are now backing up our 
most important data every second day  
and we are regularly checking that those 
backups have worked.

Fourth: We will review our cyber insurance 
regularly with our insurer to make sure  
we have the appropriate coverage and 
services for our needs. 

So, now you know the outcome, but let  
me start at the beginning: When I left my 
house on a fine morning in early June to 
cycle the half-hour journey to work, I had 
no idea that I was enjoying my last period 
of calm for several weeks …’

This is the end of our short story and the 
beginning of a journey towards increased 
cyber resiliency.



Interested?
If you are interested in developing your cyber insurance product or in CyberScouts services,  
reach us at: www.swissre.com/cyber and www.cyberscout.com

The Swiss Re Group is one of the world’s leading providers of reinsurance, insurance and other forms of insurance-based risk 
transfer, working to make the world more resilient. It anticipates and manages risk – from natural catastrophes to climate change, 
from ageing populations to cyber-crime. For example, we offer Cyber Solutions in the form of product development toolkits and 
portfolio management support.

CyberScout has been delivering premium cyber risk and response services globally since 2003. Partnering with more than  
600 insurance partners worldwide, CyberScout has helped countless businesses recover from ransomware and data breach 
incidents through incident response, forensic investigation and breach fulfilment services. 

http:////www.swissre.com/cyber
https://www.cyberscout.com
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