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Executive Summary

ESG ESG
Environmental
Social
Governance

Over the last 20 years companies have started to report on
environmental, social and governance (ESG) issues and
risks as part of their regular reporting practice. This trend was
driven by public opinion, increasing stakeholder demands and
regulatory requirements.
In this white paper, we argue that there are many similarities
between the movement of reporting on ESG and the rising
calls for reporting on cyber resilience.
Our interviews confirm that cyber resilience is an important
factor for companies to generate sustainable earnings, but
that investors and the wider public currently do not have the
transparency needed to assess the stature of a company on
cyber resilience.
We believe that, despite the potential challenges and
downsides, some form of external cyber resilience reporting
(akin to ESG reporting) will inevitably be required of certain
companies in the not too distant future. The trick will be in
finding the right balance and formula to protect the disclosing
company from exposing vulnerabilities to adverse actors.
Because of this inevitability (and for other good value-protecting and value-creating reasons explained in this white paper),
we suggest that the private sector think about this challenge
proactively and well in advance of potentially vague, unreasonable or onerous requirements that may be mandated by
regulators in the absence of thoughtful, voluntary industry
practices.
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Introduction and Overview

Background and Purpose of this White Paper
This white paper sets out to determine, on the one hand, whether corporate cyber resilience
reporting – inspired by the more evolved ESG reporting practices that already exist – would
be desirable from a general transparency standpoint as well as beneficial to key internal and
external corporate stakeholders (investors, shareholders, customers, employees, the supply
chain ecosystem). Or, on the other hand, given the unique risk profile, rapidly changing and
asymmetric nature of cyber-risk, whether the potential security, vulnerability and liability
downsides of such external reporting would outweigh its benefits.
Here’s the issue: while investors and shareholders (absent fraud) can more or less easily gauge
the financial health (or lack thereof) of a company before investing, retaining or divesting their
holdings because we have well established financial reporting standards in the marketplace,
and increasingly can also do so with emerging ESG metrics, the cyber-world does not have
anything resembling such reporting standards, let alone widely accepted, standardized publicly
available metrics.
As Figure 1 below shows, ESG regulations (some of which require regulatory and/or external
public reporting) have been surging over the past 20 years and coincide with a strong push
towards external reporting and thus transparency for the interested public. While there are
numerous cyber regulations that already exist world-wide, there is almost no general disclosure
on how seriously companies are taking their own cyber resilience.

Figure 1
Number of ESG regulations
globally 1997‒2019
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No. of ESG regulations
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350

Source: S & P Global, A. Bonime-Blanc. Gloom to Boom.

Swiss Re Institute Cyber Resilience “ESG“ Reporting 3

Introduction and Overview

Our Definition of Cyber Resilience
Let’s now turn our focus on what cyber resilience is and the best way to do that is to come up
with a robust, well-informed definition. While we formulated the general parameters of this
definition, we benefitted immensely from the interviews we conducted with the 20 executives
and board members who participated in our research for this paper (see Methodology section
below). Thanks to their inputs, we believe that the following definition offers a useful and
practical way to think about cyber resilience:

Cyber resilience is an organization’s ability to
sustainably maintain, build and deliver intended
business outcomes despite adverse cyber
events. Organizational practices to achieve
and maintain cyber resilience must be
comprehensive and customized to the whole
organization (i.e. including the supply chain).
They need to include a formal and properly
resourced information security program, team
and governance that are effectively integrated
with the organization’s risk, crisis, business
continuity, and education programs.
Our Methodology
In order to address our hypothesis on whether reporting on cyber resilience would be
beneficial, we did desk research and, between June and October 2019, we interviewed
20 international leaders from Europe and North America at the board and executive levels
at a variety of industries and sectors as summarized in Table 1.
While our sample of 20 interviewees is by no means statistically relevant, we wanted to
complement and inform our thinking with the views, experiences and opinions of global
corporate experts.
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Table 1
Views from global corporate leaders

20 International Leaders

At the Board and Executive Levels
Main industry our interviewees work in

Views, experiences and opinions of
global corporate leaders from Europe
and North America
Main function of interviewees in their organization

Academia

1

Board Members

6

Big Four Accounting Firms

1

CEO

2

Chemicals/Manufacturing

2

Chief Risk Officer

2

Energy

1

Company Secretary

1

Financial Services

7

General Counsel

2

Rating Agencies

3

Other Executives

6

Technology

4

Professor

1

Other

1

Appendix A to this white paper shows the questions we asked
the 20 interviewees.

resilience reporting fits into the unfolding ESG reporting story.
Finally we offer discussion and conclusions based on our
research, that of others and our own professional judgement.

In the next section of this white paper we analyze the results of
our survey. Then we provide an overview of how cyber
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The Results of Our Research

In this section we show the results of
the interviews we conducted with the
global experts referenced in Table 1
above. While the sample size is too small
for statistical purposes, clear patterns
emerge and are further discussed here.

Figure 2
Cyber resilience is important to generate
sustainable earnings

Not important at all
Not important
Somewhat important
Important

Importance of Transparency
90% of the interviewees thought that cyber resilience is important or very important for a company to generate sustainable earnings (Figure 2).
Most interviewees (70%) believed that reporting of cyber
resilience is a good idea for listed companies, 25% of people
are not yet decided and one person out of the 20 people
interviewed (or 5%) thought it was not a good idea (Figure 3).1
Additionally, almost all of the people interviewed said that it
would make a difference to their own decision-making if one
company reported on their cyber resilience and another did
not (Figure 4).
At the same time, the respondents believe that shareholders
do not have enough transparency about a company’s cyber
resilience to make an informed investment decision. None of
them believes that current levels of transparency are good or
really good (Figure 5).
The picture that is emerging from these answers is very clear.
Cyber resilience is important for a company to generate
sustainable value and being transparent about it would be an
important decision-making tool for stakeholders or potential
stakeholders (e.g. investment decisions). Alas, transparency
today is utterly missing.

Very important

Figure 3
Reporting on cyber resilience is a good idea

Not at all
No
Maybe
Yes
Yes, absolutely

Figure 4
Cyber resilience reporting would make a difference
for decision-making

Yes
No

Figure 5
Availability of transparent Information for Informed
decision-making

Not at all
No
Maybe
1 However, the interviewee’s rationale for the negative response was not that
cyber resilience reporting was a bad idea per se but that if such reporting
included reporting on vulnerabilities that might expose a company, the
results would, of course, be negative.
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Yes
Yes, absolutely

Executive Management and Board Skills
In general, interviewees felt that executive management understands cyber resilience
‘somewhat’ whereas the board of directors is generally seen as not being appropriately
knowledgeable to oversee cyber resilience (Figure 6).

Figure 6
Understanding of cyber
resilience at the executive
and board levels

Understanding of
Cyber Resilience

Executive Management

Board of Directors

1

Not well at all

Not well

3

10

Somewhat

11

7

Well

5

2

Very well

1

Our overall observation here is that while a vast majority of executives and board members
understand the importance of cyber resilience, most of those surveyed felt that neither
executives (70%) nor board members (90%) understand the issue well. If this belief is true,
there is a lot of work to be done for upskilling both corporate executive and governance bodies.

Creating Transparency
When asked if reporting should be mandatory or voluntary, a surprisingly high proportion spoke
in favor of mandatory reporting (55%), while 35% voted for voluntary reporting.
The areas respondents were most interested in understanding better were overall cyber
governance, board involvement, cyber program elements and a summary of cyber incidents
(Figure 7). They were also interested in elements like cyber awareness training and
understanding the potential financial impacts of adverse events.

Swiss Re Institute Cyber Resilience “ESG“ Reporting
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Figure 7
Top cyber resilience elements
to be reported on by listed
companies

Cyber Resilience Elements

Positive Answers

Overall cyber governance

18

Board involvement

15

Cyber resilience program elements

13

Cyber incident summary

12

Organizational setup

8

Cyber security budget

6

It is extremely important to find the right balance
between creating enough transparency for
stakeholders while not simultaneously opening
the company up to malicious attackers. The next
step will involve developing a framework of
internationally agreed metrics.
8
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Cyber resilience reporting will not come
for free for any company undertaking
such an effort. However, outweighing
such costs are substantial benefits for
external and internal stakeholders.

Figure 8
Most interviewees’ companies also do not yet report on
cyber resilience

I don’t know
No
Yes

Current Disclosure and Cost-Benefit
Considerations
Part of the questionnaire asked respondents about their own
companies and their responses were congruent with the more
generally phrased questions. Most respondents said that their
companies are currently not reporting any information about
cyber resilience to the public or investors (Figure 8).
When asked about the effort needed for such cyber resilience
reporting, most people (62%) stated that there would be
‘some effort’ required. There were no respondents who
thought that “no effort at all” is required and only one out of
the 20 respondents thought there was “not much effort”
required, whereas 30% of respondents believe it would take
“substantial effort” to report. Thus, an overwhelming majority
of 92% of respondents believe that “some” or a “substantial
effort” will be needed for proper cyber resilience reporting.
When asked directly, all respondents thought reporting
on cyber resilience will lead to a net benefit for their own
company, with only one person not being sure. No one
thought it would be a net detriment (Figure 10).
When asked what would sway a company to report on
their cyber resilience, interviewees stated several reasons
(Figure 11).

Figure 9
Reporting of cyber resilience requires “some effort”

No effort at all
Not much effort
Some effort
Substantial effort
Extreme effort

Figure 10
Cyber reporting generates a net benefit

Net benefit
Net detriment
Not sure

Our interviewees named the following additional triggers for
potential cyber reporting:
̤̤ Stakeholders like regulators, clients, or suppliers request it
̤̤ Employees change their behavior (for the better) due to
the reporting
̤̤ There are prevalent norms and industry standards that can
be adhered to

Figure 11
Reasons to start reporting on cyber resilience

If there are metrics that
prove cyber resilience
reporting creates value
If the majority of the
market players do this
If shareholders or
investors demand it
If it’s a competitive
advantage to do so
Swiss Re Institute Cyber Resilience “ESG“ Reporting
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How Cyber Fits into the Unfolding ESG Story

A Brief History of ESG Reporting
The term “ESG” was first coined in 2005 in a piece called
“Who Cares Wins: Connecting Financial Markets to a
Changing World” that emphasized the importance of

integrating and incorporating factors beyond the strictly
financial – i.e., environmental, social and governance –
into assessments of company performance. Table 2 below
captures the evolution of the emergence and development
of ESG and ESG reporting.

Table 2
A brief history of the rise of ESG reporting
Date

Event/Milestone

Explanation

Pre-2000

Socially Responsible Investing
(SRI)

Various public/private actors commit to various degrees of corporate
social responsibility (CSR), philanthropy, ethics

1990s

World Business Council for
Sustainable Development
(Geneva, WBCSD)

Business and CEO global association focused on sustainability is founded

2000

Carbon Disclosure Project (CDP)

UK based global organization supporting companies and cities formed
to disclose the environmental impact of major corporations through risk
metrics and reporting

2000

UN Global Compact (UNGC)

Kofi Annan, UN Secretary General, launches the private/public UNGC
designed to encourage business to focus on 10 key ESG issues

2000

Global Reporting Initiative (GRI)

Simultaneously, the GRI is born focused exclusively on developing ESG
related issue reporting standards. Comprised of 80% of the world’s
largest corporations who use this system by 2018. In 2020, the 4th
generation, completely voluntary framework is released

2004

Kofi Annan Letter to 50+ CEOs
of major financial institutions

Secretary General Annan invites CEOs to participate in a UNGC, IFC and
Swiss Government initiative to find ways to integrate ESG issues into
capital markets which yields in 2005 “Who Cares Wins” publication

2005

“Who Cares Wins: Connecting
Financial Markets to a Changing
World”

Report published by the UNGC, IFC and Swiss Government. The term
“ESG” is first coined and the case is made that embedding ESG factors
into capital markets is a win/win

2005

Freshfield Report

UN Environment Programme Finance Initiative shows ESG relevance to
financial valuation

2006

Principles for Responsible
Investing (PRI)

UN–backed principles are inaugurated at New York Stock Exchange,
1 600 members (2019) and over USD 70 Trillion are under management
to date

2007

Sustainable Stock Exchange
Initiative (SSEI)

With UNCTAD support, the SSEI mandates ESG disclosure for listed
companies on many exchanges

2009

Financial Stability Board (FSB)

The FSB is created by G20 in 2009, further developed by private and
public actors including Bloomberg, with special focus on climate-related
issues

2010

International Integrated
Reporting Initiative (IIRC)

Prince of Wales Accounting for Sustainability Project launches IIRC
focused on industry sector specific reporting

10
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Date

Event/Milestone

Explanation

2011

Sustainability Accounting
Standard Board (SASB)

SASB is a US-based organization that connects businesses and investors
on the financial impacts of sustainability, industry specific reporting

2013‒2015

“From the Stockholder to the
Stakeholder”

First studies are issued showing connection between sustainability and
financial outperformance (Arabesque, University of Oxford; work of
Professors Eccles, Serafeim and Ioannou)

2017

Al Gore PRI “Fiduciary Duty in
the 21st Century”

This paper makes the case that there are positive fiduciary duties to
integrate ESG into the investment process

2018

FSB Task Force on Climate
Related Financial Disclosures
(TCFD) report

The focus of the TCFD is to create common reporting standards and
mechanisms for environmental reporting. To date, over 580
organizations globally support this work

The rise and development of ESG goes back into the final
quarter of the 20th century but the rise of ESG reporting
proper can be tracked to the early 2000s, as Table 2 above
shows. Driven mainly by civil society, shareholders and the
UN, most of the reporting standards and metrics developed

so far have centered around measures of material financial
impact from environmental issues, with a few social and
governance ones. Even to this day, few if any have addressed
technological issues – whether cyber or digital transformation
as the snapshot of SASB standards in Table 3 below shows.
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Table 3
SASB topics – Includes limited cyber-related disclosure
Dimension

General issue category

Environment

GHG Emissions
Air Quality
Energy Management
Water and Wastewater Management
Waste and Hazardous Materials Management
Ecological Impacts

Social Capital

Human Rights and Community Relations
Customer Privacy
Data Security
Access and Affordability
Product Quality and Safety
Customer Welfare
Selling Practices and Product Labeling

Human Capital

Labor Practices
Employee Health and Safety
Employee Engagement, Diversity and Inclusion

Business Model and Innovation

Product Design and Lifecycle Management
Business Model Resilience
Supply Chain Management
Materials Sourcing and Efficiency
Physical Impacts of Climate Change

Leadership and Governance

Business Ethics
Competitive Behavior
Management of the Legal and Regulatory Environment
Critical Incident Risk Management
Systemic Risk Management

12 Swiss Re Institute Cyber Resilience “ESG“ Reporting

As Table 3 shows, the categories of reporting that SASB
currently requires only touch lightly on cyber-incident
or other cyber-related categories. The only ones that relate
directly or indirectly are: Under “Social Capital” ‒ “Data
Security”, and under “Leadership and Governance” –
“Critical Incident Risk Management” and “Systemic Risk
Management”.
Moreover, there are now also a number of countries and
other jurisdictions that require various forms of ESG-related
disclosure:
̤̤ EU ‒ directive 214‒95; listed companies, banks and
insurance, plus public interest companies must do ESG
disclosure; enforced 2018
̤̤ Some countries like France and the Netherlands have
tougher standards; or have other disclosure topics
(e.g. UK Modern Slavery Act)
̤̤ Stewardship codes; proposals for asset owners (pension
funds, insurance companies, family offices, sovereign state
funds); they have certain requirements in certain countries
how they need to ‘steward their assets’; e.g. looking at the
environmental and social impacts of their assets in the UK
(financial reporting council)
̤̤ Stock exchange listing requirements

Although still developing, ESG has become a well-known
concept for a wide array of important international
stakeholders including investors, companies, regulators
and non-governmental organizations. In the past couple of
years, ESG’s importance and stature has also grown quite
dramatically in the United States – though the importance
and requirement of reporting on such issues continues to
be limited to those ESG risks, for example, under the United
States Securities and Exchange Commission (SEC), that might
have a material impact on financials.
However, even the SEC very recently issued new guidance for
listed companies to disclose international intellectual property
and other technology related risks including the questions
incorporated into Table 4 below which could be seen as an
opening salvo and step toward requiring some form of public
cyber resilience reporting down the road.

Table 4
Two sample questions from the US SEC December 2019 Guidance on Intellectual Property & Technology Risks
̤̤ Do you have controls and procedures in place to adequately protect technology and intellectual property from potential
compromise or theft? Do these policies and procedures enable you to identify risks and incidents, analyze the impact on
your business, respond expediently, appropriately and effectively when incidents occur and repair any damage caused
by such incidents? Are your controls and procedures designed to detect:
‒ m
 alfeasance by employees, contractors or other insiders who may have access to your technology and intellectual
property;
‒ industrial, corporate or other espionage events;
‒ u
 nauthorized intrusions into commercial computer networks; and
‒ other forms of theft and cyber-theft of your technology and intellectual property?
̤̤ What level of risk oversight and management does the board of directors and executive officers have with regard to the
company’s data, technology and intellectual property and how these assets may be impacted by operations in foreign
jurisdictions where they may be subject to additional risks? What knowledge do these individuals have about these risks
and what role do they have in responding if and when an issue arises?
We believe that the writing is on the wall ‒ the trendline is
there: as ESG and technology risk awareness grows in the US,
requests and mandates for reporting will rise as well as it has

in the EU. We think this is only a matter of time not a matter of
choice – it is a matter of “when” not “if”.

Swiss Re Institute Cyber Resilience “ESG“ Reporting
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Why Draw Parallels between ESG and Cyber Resilience?
There are several good reasons for thinking of cyber in addition to, or as an extension of, the
overall ESG concept. Let’s take a look at each of these.
First, we can think of cyber resilience as what ESG was like about 15‒20 years ago: a topic that
was developing but still incipient in terms of being on the corporate and regulatory radar as an
important financial factor that could be gauged through meaningful metrics by both external
and internal stakeholders. Cyber is getting there faster because of its challenging, threatening,
and potentially existential nature.
Second, ESG issues generally speaking – environmental, social and governance – are widely
considered to be intangibles – in other words, issues, risks and opportunities that while not
immediately considered to be of core, measurable, tangible business or financial value actually
do have an impact on the financial bottom line.
Much work is being done by different parties to develop standardized metrics for ESG – this
effort will continue for a while and still requires a lot of work and consensus building but is
nevertheless quite notable and well ahead of any notion of common cyber metrics.2
Indeed, cyber-insecurity or downright unpreparedness (the opposite of cyber resilience) can
lead to financial and reputational losses that directly affect shareholders and investors like the
following stock chart for Equifax demonstrates:

Figure 12
Equifax stock plunges as
cyber incident becomes
common knowledge in
September 2017

Equifax Inc.
0.25 (0.23%)

108.70 USD
After-hours: 108.97

0.24%

126.09 Nov 7, 2016
160
140
120
100
80
Jan 2017

Mar 2017

May 2017

Jul 2017

Sept 2017

Source: based on Yahoo Finance

2 For a thorough discussion of the still sharp divergences on ESG metrics see: F. Berg et al.
“Aggregate Confusion: The Divergence of ESG Ratings”.
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Third, cyber - like other ESG risks ‒ is subject to reputation risk. Why? Social media and the
weaponization of information – fact and fake – is catapulting organizational reputation risk into
the wrong kind of limelight like never before – apply that concept to cyber reputation risk and
you have reputation risk on steroids. Indeed, the following charts from RepRisk AG depict the
reputational risk impact of two recent major cyber-events with global corporations (Equifax and
Marriott/Starwood). These charts speak louder than words:

Figure 13
Equifax RepRisk Indices
2016‒2020. Equifax
communicated a massive
data breach in Sept. 2017

90

79%

Peak RepRisk Index

60

Environmental
Social

30

30%

Governance

Current RepRisk Index
0

03.16

Figure 14
Marriott RepRisk Indices
2016‒2020. Marriott
communicated a massive
data breach in Nov. 2018

Environmental

09.16

03.17

09.17

03.18

09.18

03.19

09.19

03.20

09.19

03.20

80

67%
60

40

Social

Peak RepRisk Index

31%

20

Governance

Current RepRisk Index
0

03.16

09.16

03.17

09.17

03.18

09.18

03.19

Source: RepRisk AG, www.reprisk.com
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In a study of the relative stock prices of NYSE companies that
suffered and reported cyber-attacks one year, two years and
three years after their breach, against the average NASDAQ

share price performance over those time periods, Comparitech found that that there was a consistent stock underperformance by those reporting cyber-attacks, see Table 5.

Table 5
Relative stock performance of 28 NYSE companies that had suffered and reported cyber-data breaches against average
NASDAQ share price over three-year period

1 year after breach

2 years after breach 3 years after breach

Average Share Price Growth NASDAQ

12.23%

29.13%

44.29%

Average Share Price Growth of NYSE
Breached Companies

8.53%

17.78%

28.71%

Net Under-Performance with NASDAQ Average

‒3.7%

‒11.35%

‒15.58%

Source: Comparitech

Fourth, cyber like many other recent, new and cutting-edge
technology issues, risks and opportunities we all struggle to
properly understand and manage, has not found a clear place
within corporate and organization structure and strategy yet.
The good news is that it is increasingly being included in
enterprise risk management frameworks of well-prepared
companies. Like ESG issues before, cyber is a late comer to
enterprise risk management frameworks because of its very

recent birth as the dark side of digitalization. The lack of
internal awareness, preparedness, expertise and its rapidly
changing nature show strong parallels to many ESG issues.
Table 6 below shows a sampling of ESG as well as Technology
issues that should be reviewed by any company for their
potential impact on a company’s business strategy, risk
framework, and external disclosure.

Table 6
A sampling of ESGT issues
Environmental
Climate change
Sustainability
Water
Air
Earth
Carbon emissions
Energy efficiency
Natural resources
Hazardous waste
Recycled material use
Clean technology
Green buildings
Biodiversity
Animal rights
Pandemics

Social
Human rights
Labor rights
Child labor
Human trafficking
Human slavery
Health & safety
Workplace conditions
Workplace violence
Product safety
Fair trade
Data privacy
Discrimination
Harassment
Bullying / mobbing
Diversity & inclusion

Source: A. Bonime-Blanc. Gloom to Boom.
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Governance
Corporate governance
Leadership
Culture
Business ethics
Geopolitics
Corruption/ bribery
Fraud
Money laundering
Anti-competition/anti-trust
Regulatory compliance
Conflicts of interest
Compensation disclosure

Technology
Cyber security
AI geopolitics
Data mining
Internet of things
Artificial intelligence
Machine learning
Deep learning
Robotics
Autom. robotic processing
Military robotics
Surveillance
Dark web
Fake news
Deep fakes – Visual
Deep fakes – Audio
Biometrics
Wearables
Nanotechnology
Bioengineering
Crispr

Finally, cyber and cyber resilience are of course not isolated technological issues – far from it.
Indeed, the picture below makes the visual point that cyber risk and resilience are part of a
larger interconnected whole – how leaders lead (governance), how major stakeholders
(society) and the environment might be impacted (in case of cyber through the interconnectedness of the digital world). These observations also apply at the organizational level, thus
company executives and boards must think about cyber as something that suffuses the
organization and is interconnected with strategy, operations, and the usual ‘people, processes,
technology and data’ quadruplet.

Figure 15
From ESG to ESGT

ESG
Environmental
Social
Governance

ESGT
Environmental
Social
Governance
Technology

Source: A. Bonime-Blanc. Gloom to Boom.
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Discussion and Conclusion

The Danger and the Value of Cyber Resilience Reporting
The following summarizes some of the key considerations for and against the concept of
external cyber resilience reporting. We think that the best way to begin this discussion is to
try to understand what the perspectives or “stakes” of key stakeholders in the cyber resilience
concept are.
i.

Understanding the “Stakes” of External Stakeholders

What are the “stakes” for external stakeholders to want to see information about cyber
resilience?
̤̤ Investors would gain a better understanding of how cyber-risky a company might be
̤̤ Business partners (suppliers, customers) would be able to better estimate the reliability of
the service/product and/or the risks of engaging in a business partnership
̤̤ Legislators, regulators and policy makers at all levels (international, regional, national,
regional, provincial and local) would gain a better sense of how to better regulate businesses
and what businesses and other entities are doing to cope with cyber insecurity
̤̤ Media would learn how to better discuss and represent the relatively unique issues revolving
around organizational cyber resilience
ii.

Understanding the “Stakes” of Internal Stakeholders

What are the “stakes” or reasons for internal stakeholders to want to report on their companies’
cyber resilience?
̤̤ Management would be able to show the outside world that they are prepared, follow best
practices and take the topic seriously – this could be a source of value creation and even
competitive advantage
̤̤ Developing a common language for internal stakeholders to talk about cyber risk and
resilience would allow for the creation of a more resilient and robust cyber security culture
and lay down a better foundation for informed cyber decision making
iii. The Danger or Downside of Cyber Resilience Reporting
While conducting the interviews we almost always had a short discussion on the danger of
cyber resilience reporting.
̤̤ The main rationale of the argument is easy to understand: creating too much transparency
about a companies’ IT set-up, internal controls, or cyber defenses might give malicious
attackers just the information they need to successfully attack a company. The discussion
then went quickly to the point that it depends on what exactly is being reported. No one
should report critical vulnerabilities to the public but concentrate reporting on overall cyber
resilience governance or use of proxy measures (e.g. insurance).
̤̤ The other downside usually discussed is the cost associated with producing the appropriate
information. It is undisputed that additional effort and cost would be incurred when reporting
on cyber resilience. How big that effort would be is not yet clear (see also Figure 9 above).
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̤̤ Another downside is that as long as there are no agreed upon standards in the marketplace
such cyber resilience reporting may be all over the map and not as useful as it could be.
While this is no excuse for not working on common standards, it is a valid downside in that
companies are pretty much on their own to navigate the complexities of what to report and
what not. At the same time, external stakeholders are also on their own to judge and gauge
how cyber resilient a company might be.
̤̤ Finally, there is the danger that some people might misuse cyber resilience reporting to
pretend that they are better and more resilient than they are in reality, and thus use the
reporting to ‘cyber-greenwash’ their company.
Table 7
Pros & cons of cyber resilience reporting
Pros

Cons

̤̤ Transparency for external stakeholders to
allow for more informed decision-making

̤̤ Too much transparency exposing
vulnerabilities to bad actors

̤̤ Financial value preservation and creation

̤̤ Additional effort and cost required to
produce reporting

̤̤ Increased internal resilience building
̤̤ Increased reputation directly linked to
transparency and care

̤̤ No agreed reporting frameworks leading
to confusion of stakeholders
̤̤ The equivalent of “greenwashing” in
cyber-space or cyber-greenwashing

There are several clear upsides to the concept of cyber resilience reporting:
iv. The Value or Upside of Cyber Resilience Reporting
̤̤ Transparency for external stakeholders to allow for more informed decision-making –
different stakeholders receive important information about the sustainability of the
performance of a company that allows them to take decisions like buying stock, engaging in
a partnership, or buying a product of service.
̤̤ Financial value preservation and creation – by having the appropriate cyber resilience
programs, practices and talent in place and being able to report on this externally in some
form, an organization creates greater trust in its products, services and brand, which in turn
can lead to earnings above and beyond a competitor that does not have the same trust.
̤̤ Increased internal resilience building – an organization which focuses on cyber resilience
reporting by definition will have a better way to talk about its cyber resilience also internally
putting more focus on this topic. Thus it is able to create a stronger internal culture that helps
combat cyber risk.
̤̤ Increased reputation directly linked to transparency and care – a company that creates
transparency and publicly demonstrates general care and an understanding of the
expectations of key stakeholders will not only protect organizational reputation, it may very
well create reputational opportunity and intangible value with other external stakeholders.
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v.

What Cyber Resilience Reporting Might Look Like

It is extremely important to find the right level and the right metrics of reporting on cyber
resilience in order to:
̤̤ Generate the most appropriate level of transparency for the stakeholders to understand the
reporting and make decisions based on it
̤̤ Not expose the company to malicious exploitation or legal liability
̤̤ Not incur unnecessary cost
There are only a couple of proposals published on how such reporting might look like or what it
may contain, e.g. a UN PRI study from 2018 (see Table 8).
This is an example of a reporting approach that is focused heavily on general governance, i.e.
availability of policies, organizational structures and processes. It completely abstains from
proposing quantitative metrics.
vi. A Short Note on Insurance as a Proxy Measure
Another completely different approach that is being discussed is using proxy-measures. Such
proxy-measures could include the availability or size of cyber insurance cover. The reasoning
behind such an approach is:
̤̤ First, the company manages cyber risks and their impact to the shareholder is at least
partially mitigated via a risk transfer to an insurance company, and
̤̤ Second, the insurance carrier is assessing the cyber health of a company quite intensively
before agreeing to write a cyber insurance policy. Thus, the availability of a significant
insurance limit basically signals a certain cyber maturity to the outside world.
However, while the first argument holds fast, the second one has a couple of downsides:
̤̤ There is currently no agreed upon standard as to how an insurance company assesses a risk,
thus the seal of approval might look very different from insurance company to insurance
company
̤̤ The companies themselves have much more information available than they share with
insurance companies for insurance purposes, leading to an asymmetry of information which
in turn might influence the underwriting decision
̤̤ Underwriting a risk might not only be driven by facts about the cyber resilience of a company
but also by commercial aspects, which would distort the reliability of such a ‘cover-grantedseal of approval’.
Thus, in order to rely heavily on insurance cover as a ‘seal of approval’ and not only part of the
risk transfer strategy, the cyber insurance market would need to mature significantly.
One aspect that speaks for this concept is that insurance looks at the risk to a company,
meaning they estimate both frequency and severity of the losses that might happen. This takes
not only the ability and maturity of the company itself into account, but also the whole
environment and threat level and therefore puts context around a price tag to an insured risk.
Whatever route is taken, direct reporting including hard metrics, general governance
statements or proxy-metrics, it cannot be solved here. This is a topic on its own and needs
careful consideration and discussion. It is thus the next step to be taken.
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Table 8
What would cyber reporting look like? An early example from a UN PRI study
Legal compliance

1.

Does the company publicly commit to complying with relevant laws, including those
related to cyber and data protection?

Policy

2.

Does the company publicly disclose a privacy and/or data protection policy?

3.

Does the policy explicitly cover its entire operations, including third parties?

4.

Does the company identify a named person at senior management or executive
committee level with overall responsibility for information management and cyber
security?

5.

Is the board or board committee responsible for cyber security issues?

6.

Does the company communicate cyber risks to the board (how, by whom, how often?)

7.

Does the board receive detailed information about the company’s cyber/information
security strategy (including what information it receives and how it assesses this
information)?

8.

Does the company disclose that it has a cyber or information security team and/or
dedicated budget?

9.

Does the company state that it works with relevant industry initiatives on cyber security
and/or has access to internal or external expertise on cyber security?

Senior management and
board accountability

Board communication

Skills and resources

10. Does the company actively seek cyber security skills when appointing directors?
Training

11. Does the company provide training on information/cyber security requirements to all
employees?

Assessment

12. Does the company conduct audits of information/cyber security policies and systems?

Business continuity
and risk management

13. Has the company established an incident management plan (including disaster
recovery and business continuity)?
14. Has the company disclosed information or cyber security as a key part of its risk
assessment/business continuity plan?
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Our Conclusion: Reporting on Cyber Resilience Creates a Net-Benefit
and Should be Tackled Proactively
To summarize:
̤̤ Cyber resilience is important to generate sustainable earnings
̤̤ Currently there is not enough transparency for investors and other key external stakeholders
to gauge the cyber resilience of companies; external reporting can mitigate this shortcoming
̤̤ Reporting on cyber resilience could also create benefits for the companies themselves:
from creating more trust with partners to increasing their own cyber resilience culture
̤̤ The right level and a common standard of cyber resilience reporting still needs to be defined
to allow stakeholders to understand and judge and to not expose companies to additional
operational or legal risks
We believe that some form of reporting (akin to that now required on ESG topics) will be
inevitable and will be required at some point in the not too distant future by investors, clients,
business partners, or regulators. It is better for the private sector to think this through in
advance and be a proactive participant in offering potential solutions to avoid the heavy
hammer of the regulator.
We also believe that there is a silver lining to all this: ultimately, the outcome of a private/public
cyber resilience dialogue will inure to the greater benefit and value of businesses, their key
stakeholders (beyond shareholders) and society as a whole. Carefully crafted, security-aware
cyber resilience reporting will not only force entities to create organizational resilience in the
first place but will also help to lift others in the process that might not otherwise be lifted –
especially also in their supply chain. Moreover, other rewards may await the more proactive,
responsible early movers beyond the creation of greater cyber resilience ‒ in the form of
financial resilience, competitive advantage and reputational opportunity.

The concept of cyber resilience reporting
demonstrates many more upsides than
downsides. Companies should work together to
develop appropriate frameworks to avoid having
less effective, more onerous ones being imposed
on them in the not too distant future.
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Appendix

Appendix A
Questions asked of the 20 interviewees
1.

Definition
Comment on the authors’ definition of “Cyber Resilience”

2.

CEO understanding
In general, how well do CEOs and their executive teams in the industries or companies you are familiar with know how
to manage their company’s cyber resilience?

3.

Executive management of cyber resilience
In general, how well do CEOs and their executive teams in the industries or companies you are familiar with know how
to manage their company’s cyber resilience?

4.

Board understanding of cyber resilience
What is your perception of how well company boards are equipped with the appropriate knowledge to oversee cyber
resilience?

5.

Importance of cyber resilience
How important do you believe cyber resilience is for a company to be able to generate sustainable earnings?

6.

Importance for decision making
Given two similar companies, would it make a difference to you for your decision-making if one reports cyber resilience
information and the other one does not?

7.

Shareholder transparency
Do you believe shareholders have access to enough transparency – i.e., do they receive enough reliable information
about the cyber resilience of a company to be able to make an informed investment decision?

8.

Reporting positive
Do you think it is a good idea for listed companies to report on their cyber resilience to the public/their investors?

9.

Mandatory or voluntary reporting
If yes, should that reporting be mandatory or voluntary?

10. Reporting areas
What kinds of areas would you be interested in understanding better if companies reported on their cyber resilience?
Choose all that apply.
a.
b.
c.
d.
e.
f.
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Overall cyber governance
Organizational setup
Board involvement
Cyber resilience program elements
Cyber incident summary
Cyber security budget
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The following questions are only applicable to corporate responders
11. Current disclosure
Do you currently report/disclose any information about your cyber resilience to the public/investors?
12. Reporting areas (own company)
If you would be reporting about cyber resilience, which information would you disclose? Choose all that apply.
a.	Does your company publicly commit to compliance with all relevant laws, including those related to cyber and data
protection?
b.

Does the company publicly disclose a privacy and/or data protection policy?

c.

Does the policy explicitly cover its entire operations, including third parties?

d.	Does the company publicly identify a named person at senior management or executive committee level with
overall responsibility for information management and cyber security?
e.	Does the company disclose if the board or board committee is responsible for cyber security issues?
f.	Does the company disclose that it has a cyber strategy, dedicated team(s) and dedicated budget?
g.	Does the company state that it engages with relevant industry initiatives on cyber security and has access to
expertise?
h.	Does the company disclose if their employees are (regularly) trained on cyber security issues?
i.	Does the company disclose if they conduct regular audits of information security policies and practices?
j.	Does the company disclose if it has established an incident management and business continuity plan?
13. Reporting effort
How much effort do you believe it would take to report your cyber resilience (similarly to how you or others currently
report on ESG risk)?
14. Benefit or detriment
Do you believe that reporting on cyber resilience to the public/ investors would yield a net benefit or a net detriment to
your company’s ability to generate value?
15. Reasons to report
Which circumstance would drive your organization the most to consider reporting externally on your cyber resilience
voluntarily? Choose all that apply.
a.
b.
c.
d.

If the majority of the market players do this
If shareholders or investors demand it
If it’s a competitive advantage to do so
If there are metrics that prove cyber resilience reporting creates value
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